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INTRODUCTION

e Overview

o Features

Overview

Tintoretto Wave is a multifunction device which will allow you:

e Shared Internet access via an xDSL or Cable modem.
If the LAN already uses a NAT router for Internet Access, the Wireless users will be able to share the
same device.

o Wireless LAN Access Point (base station) for equipment compliant with the IEEE802.11b (DSSS)
specifications.

o Network Printer ? LAN users can share the printer attached to Tintoretto Wave

Tintoretto Wave provides a low-cost method of giving users of your network access to the vast resources
available on the Internet. Once Tintoretto Wave is installed and configured, the Internet is just a click away.

Tintoretto Wave is able to use your existing XDSL/ADSL/Cable modem link to connect to your ISP (Internet
Service Provider) using your Single User Account

Features

Tintoretto Wave incorporates many advanced features, carefully designed to provide sophisticated functions
while being easy to use.

LAN Features

e 10/100 BaseT Support
The LAN connection will auto-detect 10BaseT and 100BaseT connections.

e DHCP Server Support.
A DHCP (Dynamic Host Configuration Protocol) Server provides a dynamic IP address to PCs and other
LAN devices upon request.
Tintoretto Wave can act as a DHCP Server.

e Multi Segment LAN Support.
If you have a Router, PCs on other LAN segments can use Tintoretto Wave to access the Internet. A
static routing table is provided to support multiple routers if needed.
WAN Features

e 10BaseT Wan port
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This port is for connecting the external xDSL or Cable modem (must provide Ethernet connection).

e PPPOE Support.
Connect to your ISP using PPPoE (PPP over Ethernet), if your ISP uses this method.

e Direct Connection to ISP
Connect to your ISP by using Direct connection method if required.
Wireless Features

e Standards Compliant.

Tintoretto Wave complies with the IEEE802.11b (DSSS) specifications for Wireless LANs and is WI-FI
interoperable.

e Security Features.
Support for WEP (Wired Equivalent Privacy) and Access Control is included.

e Simple Configuration.
If the default settings are unsuitable, they can be changed quickly and easily.
Internet Access Features

e Shared Internet Account.
All users on the LAN (max 253) can share the same Single User Internet Account.

¢ Internet Access can be achieved through the external xDSL or Cable modem or through an existing
LAN NAT router
Advanced Internet Features

e Virtual Servers. This feature allows Internet users to access Internet servers on your LAN. The required
setup is quick and easy.

e User-Defined Virtual Servers. Internet users can access non-standard Internet Servers on your LAN by
using this feature.

e Special Internet Applications. Internet applications such as Internet Videoconferencing*, Telephony,
Games Servers, and other special-purpose Servers are supported.

e Exposed Computer. One (1) PC on your local LAN can be exposed to the Internet. This allows
unrestricted 2-way communication between this PC and servers or users on the Internet.

*Netmeeting may not be supported. For more details see infos on Online Help at www.digicom.it.

Configuration & Management

o Easy Setup.
Connect to Tintoretto Wave with your WEB browser from anywhere on the LAN for configuration.

e Remote Management.
Tintoretto Wave can be managed from a workstation anywhere on the LAN, using a WEB browser.

Security Features

o Configuration Data.
Optional password protection is provided to prevent unauthorized users from modifying the
configuration.

e Access List
The LAN Administrator can limit Internet and E-Mail access by individual workstations.

o Packet Filtering.
All incoming data packets are monitored and all incoming server requests are filtered, thus protecting
your network from malicious attacks from external sources.
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LAN Data Protection

All users on the LAN share a single external IP address. From the external viewpoint, there is no
network, only a single device.

For external requests, any attempt to connect to local resources are blocked. The router will not
"reverse translate" from a global IP address to a local IP address.
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Device Details

e Package Contents

e Physical Details
e Specifications

Package Contents

The following items should be included:
e Tintoretto Wave
e Wireless PC Card (for Tintoretto Wave)
o Power Adapter
e 2 Cables
e CD-ROM containing this Manual

If any of the above items are damaged or missing, please contact your dealer as soon as possible.

Physical Details

LED Table
Frlnt
Power Status WAM Wiraless Erml Act
Power On - power on

Off - no power

On - Error condition.
Status Off - Normal operation
Blinking - This LED blinks during start up.

On - WAN connection is established.

WAN Flashing - data is being transmitted or received via the WAN port.

On - LAN connection is using 10BaseT or 100BaseTX.
LAN 10 or 100 | Off - No LAN connection.
Flashing - data is being transmitted or received via the LAN port

On - Wireless connection available; Wireless Access Point is ready for use.

Off - No Wireless connection available.

Flashing - Data is transmitted or received via the Wireless access point. This includes "network traffic" as well
as user data.

Wireless
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On - Connection to printer established.
Print Act Off - No connection to printer; printer is Off or Off-line.
Flashing - Data is being transmitted to the printer.
: On - Printer error detected.
Print Error Off - No printer error detected.
(8]
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Connectors and Components

ltem Description
Printer Standard parallel printer port for sharing a printer.
Port for connecting the ADSL or Cable Modem here. If the modem came with a cable, use the supplied
WAN A
cable. Otherwise, use a standard LAN cable.
PC Port for connecting directly to your PC (no Hub) using a standard LAN cable (RJ45 connectors).
Port for connecting to a 10BaseT or 100BaseTX hub, using a standard LAN cable (RJ45 connectors)
HUB

Use EITHER the PC port OR the Hub port. You can NOT use both.

Reset button

Use this to reset (reboot) Tintoretto Wave.
This button can also be used to clear ALL data and restore ALL settings to the factory default values.

To restore the factory default values:
1. Power Off
2. Hold the Reset Button down while you Power On.
3. Keep holding the Reset Button for a few seconds, until the RED LED has flashed TWICE.
4. Release the Reset Button.

Insert the supplied Wireless PCMCIA card into this slot.

WAN Ensure the power is OFF before inserting or removing the PCMCIA Card.

Do not use any other PCMCIA Card than the supplied one.
DC12v Connect the supplied power DC 12V supply unit here. Do NOT use other power supplies.
DIP See the following DIP switch table for details.

DIP Switch Table

SW1 | SW2 Description
OFF | OFF | Normal operation (default)
DHCP Server enabled.
OFF | ON | Normal operation.
DHCP Server disabled.
ON | OFF | Restore device IP and password (see below)
ON | ON | Normal Operation
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Restore Device IP Address and Password

If the IP address or password is lost, use the following procedure to:
o Restore the device IP address to the factory default of 192.168.0.1
e Set the Network Mask to 255.255.255.0
e Set the password to NULL (no password)

Procedure
1. Power off the device.
2. Set DIP switch 1 ON, and switch 2 OFF.
3. Power on the device.

Operate DIP switch 1 in the following sequence (you have 15 seconds to complete the sequence):
o OFF
e ON
e OFF

If everything is OK, the Status LED should flash once after about 5 seconds.
Tintoretto Wave is now ready for use with the default IP Address and password.

Specifications

Dimensions (mm) 240 * 120 * 35
Operating 0°Cto40° C
Temperature

Storage -10°Cto 70° C
Temperature

Network Protocol: TCP/IP

LAN Fast/ Ethernet Interface: | 2 * 10/100BaseT (RJ45) in alternative

WAN Ethernet Interface: 1 *10BaseT (RJ45)

PCMCIA slot Access Point via PCMCIA card
Standard IEEE 802.11b, WEP and Roaming support.
WI-FI compatible.

Printer interface 1 * standard parallel port over DB25 connector
LEDs 8
External Power Adapter 12V DC

%D digicom s
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ISDN Internet Router - 3. LAN Installation

LAN Installation

e Requirements
e Procedure

Requirements

e 802.11b wireless, 10BaseT or 100BaseTX based network, UTP cabling.
o Network card's software drivers installed on all computers.

e TCP/IP protocol installed on the computers.

e XDSL or Cable modem providing a 10BaseT Ethernet port.

¢ Single User Internet account with an ISP.

Procedure

*xDELACable Modem
| coooae ’

Ethernet Port

FRENTER Wk PL HUB  RESET WIRELESS PCMCIA FOWER

= _ A
| UPF INSERT
HUB Q[g 1 |

1. Choose an Installation Site




ISDN Internet Router - 3. LAN Installation
Select a suitable location which is close to:
e XDSL or Cable modem (if used).
e Power outlets.
e 10BaseT or 100BaseTX hub.
e Printer (if used)

For best performance it is recommended to install Tintoretto Wave vertically on a wall, at approx. 2m from the ground.

3. Insert Wireless PC Card in the slot
o Power off the device
¢ Insert the supplied PC Card into the slot. Please pay attention to the "UP insert" indication.
e Push the card gently into the slot until it will completely block

3. Connect the device to LAN

e Use standard UTP network cable, with RJ45 connectors, to connect Tintoretto Wave to a 10BaseT or 100BaseTX hub.
Tintoretto Wave will auto-detect the network speed and full/half duplex mode.

e If your LAN has an existing DHCP Server, set DIP switch 2 ON to disable the DHCP Server in Tintoretto Wave.

3. Connect to xDSL or Cable modem

Using a cable fitted with RJ45 plugs, connect the WAN port on Tintoretto Wave to the Ethernet port on the xDSL or
Cable modem.

4. Power Up
Connect the supplied power adapter to Tintoretto Wave.

Nﬂfﬁ?! Only use the provided power adapter. Using a different one may
? cause hardware damage and warranty void.

5. Check the LEDs
When Tintoretto Wave is powered On, Power, LAN and Wireless should light.

For more information on the LEDs, refer to the LED table in Device Details.

¥ digicom4i
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SETUP

e Overview

e Access to configuration
e LAN

e Wireless

e Options
¢ WAN

Overview

This chapter describes the configuration of the LAN, WAN and Wireless sections of the device.

Refer to the PC/LAN Setup section for configuring the LAN computers

Other interesting sections to be referred toare DHCP, Routing, NAT, Advanced Internet, Access Control.

Access to Configuration

Configuration access is made by a common browser accessing the following address 192.168.0.1 (or the IP
address set by the Administrator if the device has been reconfigured).

If needed, refer to the PC/LAN Setup section for setting up a computer in order to access the configuration.

e Open the browser and type http://192.168.0.1 (or the address given by the Administrator)
o If a password was set for securing the configuration access then the following windows (or compatible) will

appear:
Enter Network Password = E
Flease enterwour authentication information. QK
Resource: MNeedFassword
Cancel
Lser name:;
Fassword: I

¢ Leave the User name tab blank


http://192.168.0.1/
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e Type in the password and click OK
The LAN window will appear

LAN The default settings should suit most situations.

Using the DHCP Server function to automatically
assign IP Addresses is recommended.

IF Address: 192 |168 |0 |1
Metwork Mask: |255 |255 |255 |0

TCPIIP

Operation & Enable  Disable
Start IP Address: |192 |1e& |0 |2

Finish IF Address: |192 [168 |0 |51

DHCP Server

DS (Domain Mame Server) is required only when using a
"Fixed IP Address" on the WAN Port.

DM (1) )0 jo jo |0
yoo o o |0 {Cptional)
oo o |0 {Optional)

Lse this link to reach the Routing Table. The Routing Table is only

ST W required if your LAN has 1 or more Routers.

oanve Cancel |
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IP Address

Network Mask

IP address for Tintoretto Wave.

Use the default value of 192.168.0.1 unless the address is already in use or your LAN is
using a different IP address range.

In the latter case, enter an unused IP Address from within the range used by your LAN.

The default Network Mask value 255.255.255.0 is standard for small (class "C") networks.
For other networks, use the Network Mask for the LAN segment to which Tintoretto Wave is
attached. i.e. the same value as the PCs on that LAN segment.

Use of the DHCP server (recommended):
No special change is needed for using the DHCP service. All stations on the LAN must be
set for using the DHCP server and receivin IP addresses and Network Masks.

If there is already a DHCP server in your LAN:

Set Dip switch 2 ON for disabling the internal DHCP server. Set an unused IP address for
Tintoretto Wave (not in the range used by the DHCP server). Network Mask must be the
same as used on the LAN stations.

If the LAN is using fixed (manually set) IP addresses:
Set an unused IP address for Tintoretto Wave. Network Mask must be the same as used
on the LAN stations.

DHCP Server

If Enabled (default), Tintoretto Wave will allocate IP Addresses to PCs on your LAN.

If you are already using a DHCP Server, this setting must be DISABLED, and the existing
DHCP server must be reconfigured. See DHCP for further details.

DNS IP Address

If your ISP uses a "Dynamic IP Address", then the DNS is also provided dynamically. Any
DNS values entered here will be used instead of the dynamically obtained DNS addresses.

If using a "Fixed IP Address", your ISP should recommend a DNS.

Multiple DNS entries should be entered in the order you want them accessed. (The first
available DNS will be used.)

Routing Table

Routing table management.

If other routers are located on the same LAN then it is possible to interoperate with them.

If there is a router on the LAN connecting to the Internet you can simply add it's address
into Tintoretto Wave's routing table in order to allow all clients to share the same Internet
access.

Access the configuration

Select the LAN window

Type 0.0.0.0 for Destination Address

Type 0.0.0.0 for Network Mask

Type the router's IP address (e.g. 192.168.0.110) for the Gateway IP Address
Select LAN for Interface

Select 1 for Metric.

Click on Add.

Disable NAT in Options

For further detail see Routing section
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Click Save for activating the changes you made.

Wireless

Wireless

Configuration

WEP Data Privacy

YWireless Station
Access

Generally, all Wireless Devices must use the same

settings. Refer to the on-line help or user manual

for details.
Regulataw Domain: Most of Europe/liustralia
Station MName: SCAZ23TE

oD (Service Set ldentifier) [default

_hannel Mo 3 vI

 Off - no data encryption

& 64 Bit Encyption a2 Is6 1o oD (&
using this key table ey I

ey 2:(|00 (00 |00 |00 |00
Defaultl«{eym Key 3|00 (00 |00 |00 {00

ey (|00 |00 oo oo oo

128 BitEncyption |[ag [aa [oo oo oo oo [oo
using this key
00 |00 |00 |00 |00 oo

¥ Enable \Wireless Access Foint

Wireless Stations: 00:90:c1:00:24:9k

Delete

Mew Station Address: Add

Access Permission

ForWireless Stations listed above: W Allow Internet access
Allow LAMN access

Il
For Other YWireless Stations: V¥ Allow Internet access




Tintoretto Wave

W Allow LAN access

SavE | Cancel

Configuration

Regulatory
Domain

Countries where the use of this device is allowed.
It is illegal to use this device in any location outside of the regulatory
domain.

Station name

This is the same as the Device (Host) Name on the WAN screen.
On your PC, some Wireless status screens may display this name as the
Access Point in use.

SSID (ESSID) Service Set Identifier.
Per comunicare con questo dispositivo tutte le stazioni wireless devono
utilizzare lo stesso valore per SSID/ESSID (generalmente ANY=qualsiasi).
Il valore di fabbrica e default (case sensitive).

Channel No. To communicate, all Wireless stations MUST use the same Channel.

The default for the USA and Canada is 3.

Select the value you wish to use on your Wireless LAN. If you experience
lost connections and/or slow data transfers you may need to experiment
with different channels to see which is the best.

WEP Data Privacy

Off

No encryption is used

64 Bit Encryption

o If selected, data is encrypted, using the default key, before being
transmitted.
The receiving station must be set to 64 Bit Encryption, and have the
same Key value in the same position in its key table. Otherwise, it
will not be able to de-crypt the data.

o Default Key
Select the key you wish to be the default. Transmitted data is
ALWAYS encrypted using the Default Key; the other Keys are for
decryption only.

e Key Table

O This table is used when Encrypting and Decrypting data. All
stations, including this Access Point, always transmit data
encrypted using their default key. The key number (1, 2, 3, 4)
is also transmitted. The receiving station will use the key
number (1, 2, 3, 4) to determine which key value to use for
decryption. If the key value does not match the transmitting
station, decryption will fail.

0 The easiest way to ensure there are no problems is to have
every Station, including the Access Point, use the same key
table (all entries identical). Then, it does not matter which key
is used as the default key.
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128 Bit Encryption using this key

If selected, data is encrypted using the key before being transmitted.
The receiving station must be set to use 128 Bit Encryption, and
have the same Key value. Otherwise, it will not be able to decrypt
the data.

KeyEnter the key value you wish to use. Other stations must have
the same key.

Wireless Station Access

Enable Wireless Access Point

If enabled (default), this device can act as a Wireless Access Point.

If not enabled, no Wireless stations can use this device as a
Wireless Access Point.

Existing Stations

This lists the Wireless stations you have entered. If you have not
entered any stations, this list will be empty.

To delete an entry, select it, and click the "Delete" button. Multiple
entries may be selected by hold down the CTRL key while selecting.
(On the Macintosh, use SHIFT instead of CTRL.)

New station Address

Use this field to add a new station to the list. Just enter its address
here, and click the "Add" button.

Use the software supplied with your Wireless unit to determine its
address. The address consists of 12 letters (A..F) and digits (0..9)
like this example:

10F810A81091

The address may be shown with separators ( : or - ) between each
pair of characters.

Do NOT enter the separators ( : or - ) in this field.

Access
Permission

For Wireless Stations listed above

This setting determines what type of access is available to Wireless
stations whose address has been entered in the "Wireless Stations"
list.

For Other Wireless Stations
This setting determines what type of access is available to Wireless
stations whose address is NOT in the "Wireless Stations" list.

For either category, if neither "Internet" nor "LAN" access is
enabled, Wireless stations are unable to use this Access Point.

Click Save for activating the changes you made.

Options
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The password protects the configuration data.

Optlons MAT allows LAN users to share an external
(Internet) IP address, and also provides "Firewall"
protection.

Setting a password 15 recommended.

Password New password

Werify password

If using this device for Internet Access, MNAT (Metwork
Address Translation) must remain Enabled.

& Enable NAT
" Disable NAT

TETF (Trivial F TP} is normally not required for firmware
upgrades. A Vyindows utility is available for this purpose.

I~ Enable Firmware Upgrade using TFTF

This option allows you to manage this device via the
Internet, using your Web Browser. See help for details,

Syl e El s | [ Enable Remote Management

Fort Mumber: |BD

_urrent IF Address to connect to this device: o.o.0.0

Savel Cancel |
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Password

Once a password is entered, it is required in order to change the device
configura-tion. Passwords are case sensitive and can be up to 8 alphanumeric
characters (no spaces or punctuation).

To create or change the password, enter the required password in both the New
Password and Verify Password input fields.

Refer to section Hardware, in case of lost password

NAT

NAT allows PCs on your LAN to share a single external (Internet) IP Address. This IP
Address is supplied by your ISP. Use the following to determine whether or nor you
need NAT.

e For Internet access, NAT must be left On unless all PCs on your LAN have
valid external IP Addresses.

o If this device is not being used to provide shared Internet access, NAT is not
normally required. With NAT disabled, Tintoretto Wave will act as a static
router.

o If NAT is disabled, the Firewall protection provided by Tintoretto Wave is lost,
and the Advanced Internet features (Virtual Servers, Special Applications, and
DMZ) are no longer available.

Disable NAT if you are using a router on the LAN for accessing the Internet (see
Routing Table).

TFTP

Enable Firmware Upgrade using TFTP

TFTP (Trivial FTP) can be used to upgrade the firmware in Tintoretto Wave.
How-ever, this is not normally required; there is a Windows utility available for this
purpose.

Remote management

Enable Remote Managment
Enable to allow management via the Internet. If Disabled, this device will ignore
management connection attempts from the WAN port.

Port number
Enter a port number between 1024 and 65535 (8080 is recommended). This port
number must be specified when you connect (see below).

Note: The default port number for HTTP (Web) connections is port 80, but using port
80 here will prevent the use of a Web "Virtual Server" on your LAN. (See Ad-vanced
Internet - Virtual Server ).

Current WAN Port IP Address

You must use this IP Address to connect (see below).This IP Address is allocated by
your ISP. But if using a Dynamic IP Address, this value can change each time you
connect to your ISP. So it is better if your ISP allocates you a Fixed IP Address.

Example of access to the configuration from remote browser:
http://10.10.10.10:8080

This example assumes that the WAN IP address is 10.10.10.10 and the port number
is 8080.

Click Save for activating the changes you made.
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WAN

Select
e PPPOE (PPP over Ethernet) if you are accessing the Internet with a single user account requiring PPPoE
(RFC 2516) protocol or a virtual "call" to be done for connecting to the ISP.
e Direct Connection, if you are accessing the Internet using an account that does not require the use of
PPPOE or you are connecting to a remote LAN (see NAT)

Click Configure

Selecting WAN Status you can try a call to the ISP or remote LAN and see the status of the connection.

Whether you are using PPPoE or Direct Connection the corresponding screens will appear.

WAN
PPPoE ® supply the required data.

If your ISP uses PPPoE (PPP over Ethernet), they will

AccountlUser Mame |guest

Account

Fasswiord

Werlfy password

IF Address provided by ISP
IP Address @& Dynamic {allocated on connection)

© Fixed|0 |0 o |0

ldle Time-out (minutes) E (0 to disable time-out)
Connect On Demand. I Enable

If Connect on Demand is disabled, you must use the Connect button
on the "Status" screen to establish a connection,

Savel Cancel |

User name and password to be used for the Internet account, provided by your
ISP.

Account
User Name e Password
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IP Address provided by ISP | Normally, this is Dynamic; use this setting if your ISP did not provide an IP
Address.

If your ISP did provide an IP Address, select Fixed and enter the value they
provided.

Idle Timeout [If an connection is inactive for longer than this time period, it will be
terminated. If zero (0), then the connection will never be terminated.

Connect On Demand by ISP | Normally, this should be Enabled.

If disabled, you must use the Connect button on the Status screen to establish
a connection.

Click Save for activating the changes you made.

WAN This data is supplied by your ISP.
Direct (D Some |[SP's may require you to use a particular

_ Host name, or may need to know the Hardware
Connection | o 0

Device {Host) Mame: |SC422376
Hardware (MAC) Address: 00-c00D2-42-23-77

Device ID

IP Address: & Dynamic IP Address (DHCP Client)
IP Address ¢ Fixed IP Address

P Address: o |0 |o |0

Metwork Mask: |10 |0 |0 |0

Gateway o o0 |0 |0

‘ Fetriewve Defaults | Savel Cancel |

Device Name Normally, there is no need to change the default name, but if your ISP requests
that you use a particular "Hostname", enter it here. This name will be provided to,
and recorded by, the remote DHCP Server.

Hardware MAC Address | Also called Network Adapter Address or Physical Address. Provide this value to
your ISP if requested. If you did not provide this value when first connected, there
is no need to provide it now.
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IP Address

Select this if using a fixed IP Address. If this option is selected, the following data

must be entered.

o |IP Address.
If connecting to an ISP, this is the address allocated by the ISP. If
connecting to another LAN, this must be a valid address on the external
LAN.

e Network Mask
This must be compatible with the IP Address above

o Gateway IP Address
The address of the router or gateway, either on the exter-nal LAN, or
supplied by your ISP.

Retrieve defaults

Get the default Device Name and clear the other items. No changes are made to
the configuration until you click the Save button.

Click Save for activating the changes you made.

WAN Status PPPoE

WAN Status
PPPoE

WAN Status

Connection Log

PPPoE Connection Status.

Mormally, use of the "Connect" and "Disconnect”
buttons is not required.

Fhysical Address:  00-cO-02-42-23-77
| F . Address: 0.0.0.0

MNetwiorl Mask: 0.0.0.0

FFFoE Link Status: OFF

Qo3
a0z

aos:
Qo4 :

oo1:
o0oo:

Fezet physical connection o

=top PPP

tLry Lo hang up

rCimeout

wait 100 msec "WAN =tart... rr

stop PPP ll
Clear log |

Cu:unne::tl Disconnect | Hefreahl
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WAN Status PPPoE

Physical Address

Connection attempt has been triggered by the "Connect on Demand” setting.

IP Address

The IP Address of this device, as seen by devices on the WAN.
(This device has 2 IP Addresses; one for the local LAN, and another for the WAN port.)

Network Mask

The Network Mask (Subnet Mask) for the IP Address above.

PPPoE Link Status

This indicates whether or not the connection is currently established.

If the connection does not exist, the Connect button can be used to establish a
connection.

If the connection currently exists, the Disconnect button can be used to break the
connection.

Log

FThe Connection Log shows status messages relating to the existing connection.The
most common messages are listed in the following table.

Connection Log

Message

Description

Connect on Demand

If not connected, establish a connection to your ISP

Manual connection

Connection attempt started by the "Connect" button.

Reset physical connection

Preparing line for connection attempt.

Connecting to remote server

Attempting to connect to the the ISP's server.

Remote Server located

ISP's Server has responded to connection attempt.

Start PPP

Attempting to login to ISP's Server and establish a PPP connection.

PPP up successfully

Able to login to ISP's Server and establish a PPP connec-tion.

Idle time-out reached

The connection has been idle for the time period speci-fied in the
"Idle Time-out" field. The connection will now be terminated.

Disconnecting

The current connection is being terminated, due to either the "Idle
Time-out" above, or "Disconnect” button being clicked.

Error: Remote Server not found

ISP's Server did not respond. This could be a Server problem, or a
problem with the link to the Server.

Error: PPP Connection failed

Unable to establish a PPP connection with the ISP's Server. This
could be a login problem (name or pass-word) or a Server problem.

Error: Connection to Server lost

The existing connection has been lost. This could be caused by a
power failure, link failure, or Server failure.

Error: Invalid or unknown packet type

The data received from the ISP's Server could not be processed.
This could be caused by data corruption (from a bad link), or the
Server using a protocol which is not supported by this device.

Click Save for activating the changes you made.
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WAN Status Direct Connection

WAN Status WAN Connection Status.

Direct Connection Use the "Reconnect” button only if the
connection is lost.

Fhysical Address: 00-c0-02-42-23-77
| F. Address: 0.0.0.0
MNetwork Mask: 0.0.0.0
Default Gateway:  0.0.0.0
DHCF Client: Enable

WAN Status

‘ Feconnect Fefresh |

Physical Address | The "Hardware" address of this device, as seen by other devices on the WAN.

IP Address The IP Address of this device, as seen by devices on the WAN.
(This device has 2 IP Addresses; one for the local LAN, and another for the WAN port.)

Network Mask The Network Mask for the above IP Address.

Default Gateway | IP address of the Router/Gateway on the WAN port.

DHCP Client Displays "Enabled" or "Disabled”, indicating whether this device is acting as a DHCP
client on the external LAN or WAN.

Reconnect Use this button if the connection seems to have been lost, and no data is being
transferred. (This button has no effect unless acting as a DHCP Client.)

Refresh Update the data on screen.

LAN Status
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Status (D Current status of this device.
. The DHCP Table shows IP Addresses used by the
LAN/Device DHCP Server.

Firmware Version: Yersion 1.0 Release 08
Hardware | 00dal09ssc T
Metwork Address Translation: Enable

Fhysical Address: 00-c0-02-42-23-76
|.F. Address: 192 168.0.1
Metworl Mask, 2552552550
DHCF Server: Enable

|.P. Address Physical Address Status
DHCP Table
192 165.04 00-90-d1-00-24-9b leased
19216803 00-90-d1-07-dd-a3 leased
192 165.02 00-60-b0-45-71-41 leased
‘ Fefresh

Device

Firmware Revision Version of the firmware which is currently installed.

Hardware ID The hardware ID of this device, used by the manufacturer.

Network Address Translation | This will display "Enabled" (NAT is On) or "Disabled" (NAT is Off).

LAN Port

Physical Address The "Hardware" address of this device, as seen by other devices on the
Internal LAN.

IP Address The IP Address of this device, as seen by other devices on the Internal LAN.

Network Mask The Network Mask (Subnet Mask) for the IP Address above.

DHCP Server This shows the status of the DHCP Server function. The value will be

"Enabled" or "Disabled".
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DHCP Table
This table is empty if DHCP is disabled.

IP Address The IP Address which has been allocated by the DHCP server to the other
device.
Physical Address The Physical Address (Hardware Address) of the device which has been

allocated a IP Address.

Status Possible Status values are "Leased" (the IP Address is allocated to the
device shown) or "Reserved" (the IP Address is not available).
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PC SETUP

e Overview
e TCP/IP Settings
¢ Internet Settings

¢ Printer Settings

e Macintosh
¢ Wireless Card Settings

Overview

e Each PC's TCP/IP settings must be correct.
e PCs must also be configured for Internet access via the LAN, rather than by a dial-up connection.

TCP/IP Settings

If you use the DHCP Server function:

Configure each PC to be a DHCP client, as follows:

DHCP Client Setup
Windows® 95/98/Me

1. Select the Network Neighborhood icon on the desktop, then Properties. You will see a screen like the one below:

Network B

Configuration | |dentification | Access Control |

The following network. components are installed:

4 MNetBEUI-> PCI Fast Ethernet Adapter B
& MetBEUI-» Dial-Up Adapter

i MNetBEUI-» Dial-Up Adapter #2 (VM Supoort

A TCRMP -» PCI Fast Ethernet Adapter
4 TCP{IP -» Dial-Up Adapter

& TCPP -» Dial-Up Adapter #2 WPMN Suppor) E’

Add... Femowe Froperies |

Figure 1: Network Configuration tab



Tintoretto Wave

2. If aline like the one highlighted ("TCP/IP -> Network Card") is not listed, select Add-Protocol-Microsoft-TCP/IP-OK to add it.

3. Select Properties for the "TCP/IP -> Network card" entry. You will then see a screen like the following example:
TCP/IP Properties 21|

Bindings | Advanced | MNetBIOS | DNS Configuration |
Gatewa | WS Configuration IF Address

An IF address can be automatically assigned to this computer. [f
wour netwark does not automatically assign IF addresses, ask your

network administrator for an address, and then type itin the space
belaw.

 ‘Obtain an IP address automatically

" Specify an |IF address:

Figure 2: TCP/IP Properties - DHCP

4. On the IP Address tab, click the radio button for "Obtain an IP address automatically”, as above, then reboot. Your PC will
obtain an IP Address from Tintoretto Wave

Windows 2000®

e From Windows's desktop select and right click the Network Neighborhood icon, select Properties.
o Double click the LAN Settings and click on Properties.
e Select TCP/IP and click on Properties.

Internet Protocol (TCP/IP) Properties

General

“'ou can get [P settings azsigned autamatically if your nebwork supparts
thiz capability. Othenwize, you need to ask your nebwark. adminiztratar for
the appropriate [P zettings.

& [Obtain an IP address automatically

" Use the following |P address:

e Select Obtain IP address automatically. Click OK until closing all the opened tabs.
Macintosh®
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e From the Apple menu select Control Panels and TCP/IP.

i Vi—= TCP/IP sS—1=
Connect via: [ Ethernet i]
— Setup
Configure: [ Izing DHCP Server i]
DHCP Client Ib: | |
IF &ddres=: < will be supplied by server >

Subnet mask: < will be supplied by server *

Router address: < will be supplied by serwver *

Search domains :

Mame zerver addr.. < will be supplied by server >

e You mau use the File:Configurations:Export menu to save your current settings.

e Select Ethernet for Connect via and Use DCHP Server for Configure.

e Close the TCP/IP control and save.

o Restart your Mac in order to make the changes active and get an IP address from Tintoretto Wave.

e Once you have restarted your Mac you can check the assigned IP address through the Control:
TCP/IP:File:Get Info menu.

TCP/IP Info

— Addresses:

This Macintosh 19z2.1868.0.2

Hardware address: 00 05 02 25 &9 SF
Router : 192 168.0.1

n

Open Transport: 2.041
TCRAIFP 2.041

— Yersions:

(=)

Windows® and Macintosh®

If your LAN already has a DHCP server:
¢ Onthe LAN Tab, disable the DHCP server in Tintoretto Wave.

o Configure your existing DHCP server to provide Tintoretto Wave's IP Address as the "Default Gateway".
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Static (fixed) IP Addresses

Windows® 95/98/Me
o Select the Network Neighborhood icon on the desktop, then Properties. You will see a screen like the one below:

MNetwork K

Configuration l ldentificatian ] Access Contral ]

The following network components are installed:

R MetBEUI-> PCI Fast Ethernet Adapter Al
& MetBELI-» Dial-Up Adapter

i MNetBEUI-» Dial-Up Adapter #2 (WFMN Supood

(4 TCF/IF -» FC| Fast Ethernet Adapter
& TCR/IF -» Dial-Up Adapter

& TCF/AF -» Dial-Up Adapter #2 WFMN Suppor) E‘

Ao, Femove Froperies

Figure 1. Network Configuration tab

¢ If aline like the one highlighted ("TCP/IP -> Network Card") is not listed, select Add-Protocol-Microsoft-TCP/IP-OK to
add it.

o Select Properties for the "TCP/IP -> Network card" entry. You will then see a screen like the following example:

TCP/IP Properties

Bindings | Advanced | NetBIOS | DNS Configuration |
Gateway ] WS Configuration IF Addrass

An |IF address can be automatically assigned to this computer. [f
wour network does not automatically assign IF addresses, ask your
netwark administrator for an address, and then type itin the space
below.

" Obtain an IF address automatically

& Specify an IP address:

IF Address: 192 . 166 . 0 . 2

Subnet Mask: 2hh . 285 .255. 0

0] Cancel

e Set IP address and Network Mask as shown in the fugure.
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o Set the Gateway tab, set the Default Gateway Address to Tintoretto Wave's IP IP Address.
e On the DNS tab, enter the values as provided from the ISP.
e Click on OK and reboot the computer.

Windows 2000®
e From Windows's desktop select and right click the Network Neighborhood icon, select Properties.
o Double click the LAN Connection icon and click on Properties.
e Select TCP/IP and click on Properties.

Internet Protocol {TCP/IP) Properties

General

f'ou can get IP zettings aszigned automatically if pour network, supparts
thiz capability. Othensize, pou need to azk your network, administrator for
the appropriate P zethings.

¢ Dbtain an IP address automatically

—i{*% |Jze the following 1P address:
IP address: | 192 168 0 . 2
Subnet maszh: | 2RRCZEROZRR D
Default gateway: | 192 168, 0 . 1|

e Type the IP addresses as shown in the figure
e Add the DNS values as provided from the ISP. Click OK until closing all the opened tabs.

Macintosh®
e From the Apple menu select Control Panels and TCP/IP.

L= TCP/IP

Connect via: [ Ethernet

— Setup

B
B

Configure: [ Manually

P Address: [192.168.0.2 |

Subnet mask: | 255.255.255.0 |

Router Address: |192.162.0.1 |

You may use the File:Configurations:Export menu to save your current settings.
e Select Ethernet for Connect via and Manually for Configure.
o Configure the addresses as shown.
e Add Tintoretto Wave's IP address in the Router address tab
e Add the DNS values as provided by the ISP.
¢ Close the TCP/IP control and save.
o Restart your Mac in order to make the changes active

If your LAN has a Router or more Routers
e Do NOT change any TCP/IP settings on any PC.
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o Configure the router. See Routing for details.

Internet Settings

For Internet access, each PC must be configured:

For Internet access via the LAN, rather than by dial-up connection. In Windows 95/98/Me/2000:
e Select Start Menu - Settings - Control Panel - Internet Settings.
¢ Select the Connection tab, and then click the Setup button to start the Connection Wizard.
e Set the Internet access to "via local area network (LAN)" when requested.

Printer Settings

Tintoretto Wave provides printing support for 2 methods of printing from Windows:

Print Port Driver.

After installing the Print Port Driver, Windows users can print directly to Tintoretto Wave. Print jobs are spooled (queued) on
each PC.

The supplied Print Port Driver supports Windows 95/98, Windows ME, Win-dows NT4.0, and Windows 2000.

LPD/LPR Printing.

If using Windows NT 4.0 Server or Windows 2000 Server, LPD/LPR printing can be used. No software needs to be installed
on ei-ther the Windows Server or each client PC. Print jobs will be spooled (queued) on the Windows Server, and can be
managed using the standard Windows Server tools.

Print Port Driver Setup

The following procedure is for Windows 95/98, Windows ME, Windows NT4.0, and Windows 2000.
¢ Insert the supplied CD-ROM into your drive.
¢ Select the Utility, Tintoretto Wave folder
e Run SETUP(.EXE)
¢ At the Select Components screen, select the Print Port Driver option.
o Follow the prompts to complete the installation.
e The Print Port Setup will then run, and the following screen will be displayed.
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% Print Port Setup -

Compatible D evices Refrezh |

* |ndicates Part iz already inztalled.

Select a Port, click “Add" toinztall this printer.
E xit |

Select the desired device and port, and then click the "Add" button.

A pop-up message will inform you if the port has been created successfully, and then the Windows Add Printer wizard
will start.

Select the correct Printer Manufacturer and Model, or use the "Have Disk" option if appropriate.
If desired, change the Printer name so it indicates the device used (e.g. HP2100 on SCA43600)u
If prompted about Sharing, do NOT enable Sharing.

Installation is now complete. You can now print using this printer.

Management

Print jobs can be managed like any Windows printer. Open the Printers folder (Start - Settings - Printers) and
double-click any printer to see the current print jobs.

If the printer attached to the Tintoretto Wave is changed, just run this program again, and select the correct printer.

To delete a port created by this setup program, use the Windows Delete Port facility:
Right-click any printer in the Printers folder, and select Properties., locate the Delete Port button. This button is on the
Details or Ports tab, depending on your version or Windows.

If Tintoretto Wave's IP Address is changed, and you can no longer print, delete the port (see procedure above) and
re-install it.

Port Options

The options for the Print Port Driver are accessed via the Windows Port Settings button.
Use Start - Settings - Printers to open the Printers folder, then right-click the Printer, and select Properties. The Port Settings
button is on the Details or Port tab, depend-ing on your version of Windows.
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Configure PrintServer X|

— Port Fetry [nteryal

Device M ame: ISEFSSDEE |5|:| |ﬂ
[zEcz]
Select Device Port :-:-| IF'araIIeI 1
Part M arme: |SEFEIE|EIEE|_F'1 Drriveer Y erzion:
TCRAP 2.00

B aniner
™ Enable Banner ™ PastScript O,
Uszer Name: I Cancel

Items shown on this screen are as follows:

Port

If desired, click Browse to select a different device. (The Select Device Port button is provided to allow this
software to work with multi-port models.)

The Port Name is shown in the Printer's Properties.

Banner | Check this option to print a banner page before each print job.

o If using a PostScript Printer, check the PostScript box.
e The User Name will be printed on the banner page.

Retry Sets how often Windows will poll Tintoretto Wave to establish a connection when the printer is busy. Increase
interval | this value if you get too many warning messages.

LPD/LPR Printing

LPD/LPR printing can be used with Windows NT 4.0 Server or Windows 2000. No software needs to be installed.

Server

Windows NT 4.0

To use LPD printing, Microsoft TCP/IP Printing must be installed and enabled. This can be checked using
Start-Settings-Control Panel-Network - Services.

To install LPD printing using Tintoretto Wave, follow this procedure:

Go to Start-Settings-Printer and invoke the Add Printer wizard.

When prompted with "This printer will be managed by..", select My Computer and click Next.

Select Add Port, then select LPR Port and click New Port.

In the Dialog requesting Name of Address of server providing Ipd, enter the IP address of Tintoretto Wave.

For Name of printer or print queue on that server, enter L1

Click OK. When returned to the Printer Ports window, simply select Close and then install your printer driver as usual.
When prompted whether or not the printer will be shared, select the Sharing radio button.

In the Shared dialog box, enter the shared printer name. The shared name is how other users will see this printer. You
should advise client PCs of the Server name and this printer name.

Click OK to save and exit.
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Windows 2000

The LPD/LPR Port is not enabled by default. To enable it, use this procedure:
¢ In Control Panel, select Add/Remove Programs, then Windows Components.
e Select Other Network File and Print Services, then click the Details button.
e Enable Print Services for Unix, and click OK.
¢ Click Next and complete the Wizard.

Adding the Printer
e Open your Printers folder, and start the Add Printer Wizard.
e When prompted, select Local Printer.
e On the Select the Printer Port screen, select LPR Port, as shown below. Click Next to continue.
¢ Inthe Dialog requesting Name of Address of server providing Ipd, enter the IP address of Tintoretto Wave.
o For Name of printer or print queue on that server, enter L1.
¢ Click OK, and then Next, and continue the Wizard.

e At the Select Sharing screen, select the Radio Button for Share As, and enter the shared printer name. The shared
name is how other users will see this printer. You should advise client PCs of the Server name and this printer name.

e Complete the Add Printer wizard.
Client

After configuring the Windows Server, client PCs on the LAN can install the new printer.

The following procedure is for Windows 95/98/ME, Windows NT4.0, and Windows 2000 workstation.
e Open your Printers folder, and start the Add Printer Wizard.
e When prompted, select Network Printer.

o When prompted for Network Path or Queue Name, click the Browse button, and locate the Server and Printer which
your Network Administrator advised you to use.

¢ Click OK, then Next.
e Select the correct printer Manufacturer and Model, as advised by your Network Administrator, and click Next.
o Follow the prompts to complete the Wizard.

e The new printer will be listed with any other installed printers, and may be selected when printing from any Windows
application.

Macintosh

At the creation date of this document, Macintosh printing is not yet supported. Please refer to www.digicom.it for the firmware
upgrade adding this feature (Q3/2001).

Macintosh computers can access the Internet via Tintoretto Wave. The procedure is as follows.
e Open the TCP/IP Control Panel.
e Select Ethernet from the Connect via pop-up menu.
e Select Using DHCP Server from the Configure pop-up menu.
o Close the TCP/IP panel, saving your settings.

If using manually assigned IP addresses instead of DHCP, the only change required is to set the Router Address field to
Tintoretto Wave's IP Address.
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Wireless Card Settings

Tintoretto Wave's Wireless settings must match the Wireless stations settings in order to allow them to use it as an Access

Point.

Mode

The mode must be set to Infrastructure.

SSID (ESSID)

Service Set IDentifier.
This must match the value used on Tintoretto Wave. Generally set to ANY

Note! The SSID is case sensitive

Channel

Channell used for transmission.
his must match the value used on Tintoretto Wave

WEP

Wireless Equivalent Privacy.
Data encryption, disabled by default.

e If WEP is disabled on Tintoretto Wave, all stations must have WEP disabled.

¢ If WEP was enabled on Tintoretto Wave, each station must have WEP enabled, and use
compatible WEP keys, as explained below.

WEP Key

Encryption key
If using WEP, then for each Wireless Station:

e The setting (64 or 128 Bit) must be the same as on Tintoretto Wave.

e The keys must match. If using 64 Bit encryption, the station's default key must match the equivalent
entry in Tintoretto Wave's Key Table, and Tintoretto Wave's default key must match the equivalent
key in the station's key table.

b’dlglcom 2
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DHCP

DHCP Server

DNS (Domain Name Server) IP Address

DHCP Server

Overview

A DHCP (Dynamic Host Configuration Protocol) server provides a valid IP address, Gateway address
and DNS addresses to a DHCP client (PC or device) upon request.

Tintoretto Wave can act as a DHCP Server. The default value is ON (Enabled), and use of this feature is
strongly recommended.

To use this feature, ensure that Enable is checked.
Also, the PCs must be configured to act a DHCP clients. See DHCP Client Setup for details of this

procedure.

IP Address allocated by the DHCP Server

Normally, the default values for the DHCP Server do not need to be changed. However, if your LAN
already has some devices using fixed IP Addresses, you must ensure that each of those devices uses
an IP Address which is compatible with the IP Addresses allocated by the DHCP Server.
"Compatible" means:

O The IP Address is from the same address range as the DHCP Server.
By default, Tintoretto Wave uses the IP Address range 192.168.0.1 to 192.168.0.254.

0 The IP Address must NOT be within the group allocated by the DHCP Server.
By default, Tintoretto Wave allocates addresses between 192.168.0.2 to 192.168.0.51. Therefore,
addresses between 192.168.0.52 and 192.168.0.254 are available for other devices.

0 All devices must use the same Network Mask (Subnet Mask).

If you have non-PC devices on your LAN, it may be more convenient to change the IP Addresses
allocated by the DHCP Server function in Tintoretto Wave, rather than change the IP Addresses used by
the existing devices.

To do this:

0 For the Start IP Address, enter the first IP Address of the range of IP Addresses to be allocated
by the DHCP Server.

O Inthe End IP Address, enter the last IP Address of the range of IP Addresses to be allocated by
the DHCP Server function.

0 Ensure that the range is large enough for all of the PCs and devices which will be acting as DHCP
clients and requesting an IP Address. The default number of clients is 50; the maximum is 253.
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Use of another DHCP Server

You can only use one (1) DHCP Server. If you wish to use another DHCP Server, rather than Tintoretto
Wave's, the following procedure is required.

o Disable the DHCP Server feature in Tintoretto Wave. This setting is on the LAN screen.
o Configure the DHCP Server to provide Tintoretto Wave's IP Address as the Default Gateway.

DNS (Domain Name Server) IP Address

Space is provided for 3 entries.

Enter addtional values if you wish. If multiple entries are provided, the first available DNS will be used.
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Routing

e Overview

¢ Routing Example

e Routing Table Entries

Overview

While Tintoretto Wave includes a standard routing table, this feature can be completely ignored if you do not have a router
in your LAN.

If you DO have a router, it is necessary to configure BOTH the Router and the Routing table in Tintoretto Wave correctly, as
described in the following sections.

Router Configuration

It is essential that all IP packets for devices not on the local LAN be passed to Tintoretto Wave, so that they can be
forwarded to the Internet. To achieve this, the Routers must be configured to use Tintoretto Wave as the Default Route or
Default Gateway.

Local Router

The local router is the Router installed on the same LAN segment as Tintoretto Wave. This router requires that the Default
Route is Tintoretto Wave itself. Typically, routers have a special entry for the Default Route. It should be configured as
follows.

Destination IP Address | Normally 0.0.0.0, but check your router documentation.

Network Mask Normally 0.0.0.0, but check your router documentation.

Gateway IP Address The IP Address of Tintoretto Wave.

Metric 1

Other Routers

Other routers must use Tintoretto Wave's Local Router as the Default Route. The entries will be the same as Tintoretto
Wave's local router, with the exception of the Gateway IP Address.

o For arouter with a direct connection to Tintoretto Wave's local Router, the Gateway IP Address is the address of
Tintoretto Wave's local router.

o For routers which must forward packets to another router before reaching Tintoretto Wave's local router, the Gateway
IP Address is the address of the intermediate router.
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Routing Example

LAN B Router B Fouter A LAN A
192.168.1000C 192168115 1921680100  192.168.0500¢

o

Widan Port _F_F._.._.iTintnrettn Viave
g Ny 192.168.0.1

Figure 1: Routing Example

For the LAN shown above, with 2 routers and 2 LAN segments, the required entries would be as follows.

Tintoretto Wave Note
Destination IP Address|192.168.1.0 [LAN B
Network Mask 255.255.255.0
Gateway IP Address [192.168.0.100|Router A
Metric 1

ROUTER A Note
Destination IP Address|192.168.1.0 |LAN B
Network Mask 255.255.255.0

Gateway IP Address [192.168.0.15 |Router B
Default Route

Destination IP Address|0.0.0.0 *

Network Mask 0.0.0.0 *

Gateway IP Address [192.168.0.1 ([Tintoretto Wave
ROUTER B Note
Destination IP Address(192.168.0.0 [LAN A

Network Mask 255.255.255.0

Gateway IP Address [192.168.0.100|Router A
Default Route**
Destination IP Address|0.0.0.0 *
Network Mask 0.0.0.0 *
Gateway IP Address [192.168.0.100|Router A

*This is the syntax normally used for a default route. Check if it is valid for your routers as well
**|n the above example, this could be the unique entry for Router B's routing table.
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Access the Internet through a LAN router

192.168.0.110

B 192 168.0.1

Internet

If there is already a router on the LAN you can simply add it's address into Tintoretto Wave's routing table in order to allow
all clients to share the same Internet access.

e Access the configuration

¢ Select the LAN window

e Type 0.0.0.0 for Destination Address

e Type 0.0.0.0 for Network Mask

o Type the router's IP address (e.g. 192.168.0.110) for the Gateway IP Address
¢ Select LAN for Interface

e Select 1 for Metric.

o Click on Add.

Routing Table
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This is a standard static routing table.

ROUtI ng (D Ighore this unless your LAN has an another Router
or Gateway.

Routing Table Select Entry, |1]D.D.D.D;D.D.D.Dﬂ92.1EB.D.11DfLANf1j Get Data

Destination IF Address: |0
Metwork Mask: o o o |0
192 |1e8 |0 1110

Gateway IF Address:

5
pra

Interface:
Metric:

|_II|

Clear Form

Add| Delete | Update | Listall | Cancel

In order to delete an existing entry:
o Select the entry from Existing Entries in Routing Table.
o Click on Get Data.
e Click on Delete.

Create a new entry:
o Type in Destination IP Adress, Network Mask, Gateway, Interface and Metric.
e Click on Add .

In order to modify an entry (or refresh the displayed informations) select the entry, modify and click Update

In order to display all the existing routes (Routing Table) click on List All

Routing Table data

Destination The network address of the remote LAN segment. For standard class "C" LANs, the net-work address is
IP Address the first 3 fields of this Destination IP Address. The 4th (last) field can be left at 0.

Network Mask | The Network Mask used on the remote LAN segment. For class "C" networks, the standard Network
Mask is 255.255.255.0

Gateway Select the appropriate interface - LAN (Internal LAN) or WAN (External LAN or WAN) from the
IP Address drop-down list.

Metric The number of routers which must be traversed to reach the remote LAN segment. The default value is
1.
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Advanced Features

e Overview

¢ Available Options

e Special Internet Applications

e Virtual Servers

e User Defined Virtual Servers
¢ VPN Servers
¢ DMZ

Overview

Generally, the following Settings and Features are optional. These settings are to be used if the LAN settings have to be
modified, if there are one or more routers connected to the same LAN or the Administrator wants to use the advanced
features provided by Tintoretto Wave.

Available Options
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AdvanCEd These features are optional, and should be

disabled when not required. Use the links to

Inte rnet configure each feature.

Configure this device to allow use of non-standard Internet
applications, such as Yideo-conferencing, 2-way
communication, and Games Servers.

Special Internet
Applications

Allowy Internet Users to access Servers on your LAMN.
Virtual Servers Without this feature, access would be blocked by the
Firewall in this device.

User-Defined

Virtual Servers Define non-standard Virtual Servers using port numbers.

Allows unrestricted Z-way Internet communication by 1
Computer.

Special Internet Applications & Enable ¢ Disable
Yirtual Servers & Enable " Disable
Dl  Enable & Disable

Operation

Savel Cancel |

Special Internet Applications  This feature is only required if you wish to use Internet applications which require
2-way communication, multiple connections, or combined TCP/UDP connections.

Virtual Servers This features allow you to make Servers on your LAN accessible to Internet users.

User Defined Virtual Servers  Normally, Internet users would not be able to access a server on your LAN
because:

DmMZ This feature, if enabled, allows one (1) computer on your LAN to be exposed to all

users on the Internet, allowing unrestricted 2-way communication between the
"DMZ" PC and other Internet users or Servers.

This allows connection to special-purpose servers which require proprietary client
software, or 2-way user connections such as Videoconferencing, which requires
both users to run special software.
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Special Internet Applications

o Examples of such applications are Internet Videoconferencing*, Telephony, Games Servers, and other
special-purpose Servers.

e Generally, you will become aware of the need for this feature when an Internet application is unable to function
correctly.

o Atany time, only one (1) PC can use each Special Application.

*Netmeeting could not be supported. Refer to web site www.digicom.it, Online Help for more details.

SPECia| Enable existing Special Applications, or create
i i your own. If an application still does not work,
Appllcatlnns use the DMZ feature.

Marme: |D|uin::l-:timej Get Data

Select Entry Click "Get Data" to see correct data for selected
application.
Marme: [quicktime ™ Enable
Outaoin Frotocol | TCF 'I
99 | b ot Range: Start[S54  Finish [554
| Protocol: |UDF =]
Incoming —
Fort Range: Start|6970  Finish 6399

Clear Form

Add| Delete | Update | Listal | Cancel

To Enable a defined Application
¢ Select it from the drop-down list
¢ Click "Get Data"
e Check the Enable checkbox
¢ Click "Update"

To Disable a defined Application
e As above, but uncheck the Enable checkbox.

To Delete a defined Application
e Select it from the drop-down list,
e Click "Delete"


http://www.digicom.it/
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To Modify (Edit) a defined Application
o Select it from the drop-down list,
¢ Click "Get Data"

« Make any desired changes
¢ Click "Update"

To Create a new Application
¢ Click "Clear Form"
o Enter the required data, as described below

e Click "Add"
To List all Applications click "List All"
|Enab|e |Use this to Enable or Disable support for this application, as required.
|Name |Enter a descriptive name to identify this application entry.
|Outgoing
|Protoco| |The protocol (TCP or UDP) used when you connect to the special application service.
Port Range: Start [The beginning of the range of port numbers used by the application server, for data you send to it.
If the application uses a single port number, enter it in both the "Start" and "Finish" fields.
Port Range: The end of the range of port numbers used by the application server, for data you send.
Finish
|Incoming
|Protoco| |The protocol (TCP or UDP) used when the application or service sends data to you.
Port Range: The start of the range of port numbers used by the application server when data is sent to you. If
Start using only one port number, enter it in both the "Start" and "Finish" fields.

|Port Range: Finish |The end of the range of port numbers used by the application server, when data is sent to you.

Virtual Servers

This feature allows you to make Servers on your LAN accessible to Internet users. Normally, Internet users would not be
able to access a server on your LAN because:

e Your Server does not have a valid external IP Address.
o Attempts to connect to devices on your LAN are blocked by the firewall in this device.

The "Virtual Server" feature solves these problems and allows Internet users to connect to your servers, as illustrated
below.

Description - Virtual Servers
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te PC
Http /1212 216 54 240

WA

212 216 .54 240
Server e WA, e
192 168022 == s i :
g Remote PC
LA fipe 212 216 54 240
192 16801
FTF
Seryer
192 168 023

Note that, in this illustration, both Internet users are connecting to the same IP Address, but using different protocols.

To Internet users, all virtual Servers on your LAN have the same IP Address. This IP Address is allocated by your
ISP.

This address should be static, rather than dynamic, to make it easier for Internet users to connect to your Servers. If using
a Static IP Address, it is entered on the "WAN" screen.
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Vl rtual Allow access to Servers on your LAN. From the

® Internet, ALL Servers appear to have the "WAN IP
Se rvers Address" below.

_urrent IF Address to connect to ALL Yirtual Servers: 0.0.0.0

WAN IP
Address This address is allocated by your ISP Itis better to have a fixed [P
Address.

DNS r o |jo jo |0
Finger r 0 o |0 0
FTP r 0 n |0 0
Gopher r 0 o |0 0
Mail (SMTP) r 0 o |0 0
Mail (POP3) r 0 o |0 0
MNews r 0 o |0 0
Telnet r 0 o |0 0
Web r 0 n |0 0
Whois r 0 o |0 0

Savel Cancel |

1. Enable/Disable using the Enable checkbox the server you want to export

2. Type the IP address of the computer that will be reachable from the Internet.
If using DHCP, the LAN IP Address of a PC may change. To solve this problem, use either of these methods:
Assign a fixed IP Address to the Server PC, ensuring that its IP Address is NOT within the address range allocated
by the DHCP Server.
Reserve an IP Address for the Server PC in the DHCP Server, using the Access Control - PC screen.

3. When finished click Save.
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User defined Virtual Servers

User Defined Define Special-purpose Virtual Servers on your
- LAN. From the Internet, ALL Servers appear to have
Virtual Servers the "WAN IP Address" below.

WAN IP Address

_urrent [P Address to connect to ALL Yirtual Servers. 0.0.0.0

This address is allocated by your ISP It is better to have a fixed
IF Address.

Select Server

Name: m Get Data

_lick "Get Data"” to see the correct data for the selected server.

Mame: |

IF Address
Protocal

Internal Faort Ma.

External Fort MNo.

I~ Enable

0 (Required)

0 (Optional)

Clear Form

Add| Delete | Update | Listal [ Cancel

To Enable a defined Application
¢ Select it from the drop-down list
¢ Click "Get Data"
e Check the Enable checkbox
e Click "Update"

To Disable a defined Application

e As above, but uncheck the Enable checkbox.

To Delete a defined Application
e Select it from the drop-down list,
e Click "Delete"

To Modify (Edit) a defined Application
¢ Select it from the drop-down list,
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¢ Click "Get Data"
e Make any desired changes
e Click "Update"

To Create a new Application
e Click "Clear Form"
o Enter the required data, as described below
e Click "Add"

To List all Applications click "List All"

Enable Use this to Enable or Disable support for this Server, as re-quired.

Protocol Select the protocol (TCP or UDP) used by the Server.

Name Enter a descriptive name to identify this Server entry.

IP Address The IP Address of the PC on your LAN which is running the Server software.

Internal Port No. | Enter the port number used by the Server to connect to clients.

External Port No. | The port number used by clients when connecting to the Server. This is normally the same as the
Internal Port Number. If it is different, this device will perform a "mapping" or "translation” function,
allowing the server to use one port address, while clients use a different port address.

VPN (Virtual Private Networking) Servers

The device supports VPN through PPTP (Peer-to-peer Tunneling Protocol).
e For accessing remote VPN servers no configuration is needed.

« For allowing remote server to access your local VPN servers create a Virtual Server entry for the VPV server as

follows:
0 Select TCP.
O Type in @ mnemonic name
O Type in the IP address of the VPN Server.
0 Typ ein the port numbers used by the VPN application, normally 1723 for internal and external port.

The router is now transparent.

DMZ - Exposed Computer

This feature, if enabled, allows one (1) computer on your LAN to be exposed to all users on the Internet, allowing
unrestricted 2-way communication between the "DMZ" PC and other Internet users or Servers.

This allows connection to special-purpose servers which require proprietary client software, or 2-way user connections
such as Video-conferencing, which requires both users to run special software.
o To allow unrestricted access, the NAT-Firewall in this device is disabled, creating a security risk.

¢ You should use this feature only if the "Special Applications" feature is insufficient to allow an application
to function correctly. This feature should be turned ON only when needed, and left OFF the rest of the
time.
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DMZ Allows one (1) computer to have unrestricted 2-way

communication with Internet servers or users.

Eecause of the security risk involved in using this feature, it should
be activated only when necessary.

™ Enable DM feature

Enter the local IF Address of the DMS device or PC.IEis better if

this PC has afixed IP Address, rather than be acting as a DHCF
Eopbise sl | rlient

LAMN P Address: o Jo o o

Current I[P Address to connect to the DhWZ PO dport_dip 123,123

L e | This address is allocated by your ISP Itis better to have a fixed IP
Address,

Savel Cancel |

Enable Use this to Enable or Disable the DMZ feature. The DMZ feature should be disabled when not
required.

LAN IP Address | Enter the IP Address of the PC on your LAN which will become the "DMZ" PC.
If using DHCP, the LAN IP Address of a PC may change. To solve this problem, you can use either
of these methods:

¢ Assign a fixed IP Address to the DMZ PC, ensuring that its IP Address is NOT within the
address range al-located by the DHCP Server.

o Reserve an IP Address for the DMZ PC in the DHCP Server, using the Access Control - PC
screen.

WAN IP Address | This is the IP Address Internet users must use to connect to the "DMZ" PC.

This IP Address is allocated by your ISP. It is better if you are using a fixed IP Address, so that it
never changes. This will make it easier for Internet users to connect to you. If using a Static IP
Address, it is entered on the "WAN" screen.

Click Save for activating the changes made.

° dlg s I::_:,_l;}.f |
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Access Control

o Overview

e Security Groups

o PC - Workstations

o Administrator Defined - Filters

Overview

The Access Control feature allows administrators to restrict Internet Access by individual workstations. The
process uses "Packet Filtering" to block or discard data packets. You can apply the pre-defined filters, and
optionally define your own filters.

By default, filtering is disabled; no packets are blocked or discarded.

To use the Access Control feature:

1. Set the desired restrictions on the "Everyone" group, by selecting this group and clicking "Setup". By
default, all PCs are in the "Everyone" group unless explicitly moved to another group.

2. Set the desired restrictions on the other groups ("Group 1", "Group 2", etc) as needed.

3. For each Workstation you wish to move from the "Everyone" group, enter their data and assign them to
the desired group.

Nﬂ ELEI You can limit Internet access for ALL PCs without entering ANY workstation
g ; data. Simply apply the desired restrictions to the "Everyone" group.

Security Groups
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"Everyone" Group should be the MOST restrictive
Group.

Security Set restrictions on each Security Group. The
Groups ®

Security Group Select Group: [EVenene »| |_GetData

Click "zet Data" to see correct data for selected group.

Internet Access for this Group:
Alee s | Mo restrictions

 Block all Access

« se Packet Filter Table belowy

Checl the items you wish to block (discard).

Packet ‘e ati
L ApPIcationst  Tcp packets to Discard
RER I~ Archie BEE7 Chat
™ DS 73Finger  Selectitems to block.
I E-Mail /070 Raudio . )
rETP Created on "Filters” screen
_opner UDP Packets to Discard
™ ShMP _
™ Telnet selectitemns to block.
::m Created on "Filters” screen

Clear Form

Savel Cancel |

To Set or Change restrictions for a Security Group:

1. Select the group from the drop-down list. Note that the Security groups are pre-named "Everyone", "Group
1", "Group 2", "Group 3", and "Group 4". These names cannot be changed.

2. Click the Get Data button to view the selected group's data. Use Clear Form for deleting alla data.

To Assign Workstations to a Security Group
¢ All Workstations are automatically in the "Everyone" group.
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e Use the PC - Workstations screen to move them to an-other group if required.

e Type in the desired data as described in the table below and click Save when done.

Data for each Group

Access Rights

No restrictions

No packets are blocked.
Use this to create an "Unlimited Access" group, or to temporarily remove
restrictions.

Block all Access

Groups members cannot access the Internet at all.
Use this to create the most restrictive group.

Use Packet Filter Table Below

Use this to define intermediate levels of access.

Using the Packet Filter table gives you fine control over Internet
access.Simply select the items you wish to block.

You can choose from the pre-defined filters in the Applications to Block
column, or your own filters in the TCP Packets to Discard and UPD Packets
to Discard column.

Packet Filter Table

Applications to Block

Any items checked will be blocked. Users will not be able to use the
application.

TCP Packet to Discard

This lists any TCP filters you have defined on the Administrator Defined
Filters screen.

If no filters have been defined, this is empty. Multiple items can be selected
(or deselected) by holding down the Ctrl key while selecting items.
Selected items can NOT be accessed by members of this group.

UDP Packet to Discard

Like above but for UDP packets.

PC - Workstations
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PCS Define PCs on your LAN, and assign them to security

Groups. Any PCs not defined here are in the "Everyone"
Group.

Select PC PC MName: Iclienﬂ ~| GetData
Click "Get Data" to see correct data for selected PC.

Mame: cligntl

MNetwork Adapter Address: |00a0aZ005cd0

Do not use any separators (£ or-) inthis address.
M Keserve entry in DHCF Table

Reserved IP Address|o |0 Jo [0
Securty Group Eweryone |

Clear Farm

Add| Delete Update | ListAll Cancel

This list shows all workstations (PCs) which have been defined.

It is only necessary to define workstations in the following situations:
e To assign the workstation to a particular security group.

e To reserve an IP Address for this PC (or device), so that the DHCP Server function in Tintoretto Wave will
always allocate the same IP Address to this device, and never assign the reserved IP Address to any
other device.

To Add a New Workstation:

e Ignore the drop-down box, click the Clear Form button, and enter the PC - Workstation details in the fields
provided.

e Click Add when finished.

To Delete an Existing Workstation:
e Select the Workstation from the drop-down box
e Then click the Delete button.

To Change an Existing Workstation's Details:
e Select the Workstation from the drop-down box
¢ Click Get Data to view their information, then change any fields you wish.
e Click Update when finished.




Access Control

To Generate a List of all Workstations:
Just click on the List All button.

Workstation Data

PC Name

Enter a name to identify this PC.

Security Group

Select the security group for this PC. If you only wish to reserve
an IP Address, and are not using the security (access control)
features, simply leave this at "Everyone”.

Network Adapter Address (MAC Address)

Hardware address for this PC. You can use the Windows
"Winipcfg" program or your LAN management program to find
this address.

Reserve IP Addres in DHCP Table

Check this if you wish to reserve an IP address for this PC. This
is useful if you have to provide the IP Address for other
programs or users.

If this is left unchecked, the following entry can be ignored.

Reserved IP Address

This relates to the entry above. Enter the reserved address
here. This MUST be within the range used by the DHCP server
(set on the Device - Internal LAN Port screen).

Administrator Defined Filters
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Filtered Out. This is optional.

= Create additional filters by defining packets to be
Filters s el

Name Port No. Name Port No.
TCP Filters 1|Chat REAT 53 0
Z|Finger |79 T 0
34 |Raudic |7070 8. 0
4, 0 a, 0
o3 0 10, 0
Name Port Mo, Mame Port Mo,
LDP Filters 1 0 3 0
2 0 T 0
3 0 8, 0
sy 0 9, 0
) 0 10, 0

Savel Cancel |

This screen allows you to define packet filters. When you define security groups, on the "Security Groups"
screen, you can select from any filters defined here, as well as the pre-defined filters.

Administrator defined Filters

TCP Packets | Name
Enter a descriptive name for this entry.

Port No.
Enter an integer representing the TCP Port Number for this type of packet.

UDP Packets | Name
Enter a descriptive name for this entry.

Port No.
Enter an integer representing the UDP Port Number for this type of packet.
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Troubleshooting

e Overview

e Problems

Overview

e This document covers some common problems that may be encountered while using Tintoretto Wave
and some possible solutions to them.

o If you follow the suggested steps and Tintoretto Wave still does not function properly, contact your
supplier for further advice.

Problems

Problem 1: | Cannot access Tintoretto Wave's configuration.

Solution 1: | Check the following:
o Tintoretto Wave is properly installed, LAN connections are OK, and it is powered ON.

e Ensure that your PC has the TCP/IP network protcol installed. In Windows, this is done
by using Control Panel-Network. to check that you have a TCP/IP entry for your network
card. If you don't, click the Add button, then choose Protocol - Microsoft - TCP/IP - OK
to add this entry. You then need to restart your PC.

o Ensure that your PC and Tintoretto Wave are on the same network segment. (If you
don't have a router, this must be the case.)

Problem 2: | When | enter a URL or IP address | get a time out error.
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Solution 2:

A number of things could be causing this. Try the following troubleshooting steps.

o If this is first time you have used your browser, ensure that your workstations IP settings
are correct, including IP address, default gateway and DNS.

¢ Ping Tintoretto Wave. Use the "Run" command to enter the following command:
Ping XXX.XXX.XXX. XXX
Where xxx.xxx.xxx.xxx is the IP address assigned to Tintoretto Wave.

¢ If the ping command fails, check that Tintoretto Wave is connected and ON. If it is
connected and on, there is a problem with your LAN.

e On the Quick Setup screen, check that Enable Internet Access is checked.

o Check the Status screen, and examine the Log. For details of the Log messages refer
to Connection Log.

e Check if the xDSL modem is powered on and correctly connected.
e Check your "Proxy Server" settings on your PCs.

0 Tintoretto Wave is NOT a Proxy Server; PCs do not require "Proxy Server"
settings to use it.

0 If you have Proxy Server on your local LAN, you should turn it Off, and disable
the "Proxy Server" settings in your PC applications.

0 If your ISP has a Proxy Server, follow the instructions provided by the ISP.

Problem 3:

Some applications do not run properly when using Tintoretto Wave

Solution 3:

The processes the data passing through it, so it is not transparent.
The Internet Application screen has 2 features designed to assist with running non-standard
applications:
e Special Applications
e DMZ - Exposed Computer
You should use the Special Applications feature if possible. If necessary, additional

applications can be defined, using data provided by the service provider.
Remember that at any time, only one (1) user can use a particular Special Application.

If this cannot be made to work, use the DMZ - Exposed Computer feature. Warning: This is a
security risk, so should only be used if essential.

Problem 4:

My PC can't locate the Tintoretto Wave
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Solution 4:

Check the following.

Your PC is set to Infrastructure Mode.
The wireless channel used matches the wireless channel on the Access Point.

The SSID on your PC and the Wireless Access Point are the same.Remember that the
SSID is case-sensitive. So, for example "Workgroup" does NOT match "workgroup".

Both your PC and the Wireless Access Point must have the same setting for WEP. The
default setting for the Tintoretto Wave is disabled, so your wireless station should also
have WEP disabled.

If WEP is enabled, the key tables must match.

If the Wireless Station access permission on the Tintoretto Wave's Wireless screen is
set to Only allow access if on this list, then each Wireless station must have its address
correctly entered.

To see if radio interference is causing a problem, see if connection is possible when
close to the Wireless Access Point. Remember that the connection range can be as
little as 100 feet in poor environments.

Problem 5:

Wireless connection speed is very slow.

Solution 5:

The wireless system will connect at the highest possible speed, depending on the distance
and the environment. To obtain the highest possible connection speed, you can experiment
with the following:

Access Point location.
Try adjusting the location and orientation of the Access Point.

Wireless Channel

If interference is the problem, changing to another channel may show a marked
improvement.

Radio Interference

Other devices may be causing interference. You can experiment by switching other
devices Off, and see if this helps. Any "noisy" devices should be shielded or relocated.
RF Shielding

Your environment may tend to block transmission between the wireless stations. This
will mean high access speed is only pos-sible when close to the Access Point.

§
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