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Introduction

1.1 An Overview of the MICHELANGEL O OFFICE PRO-V

The MICHELANGELO OFFICE PRO-V ADSL Firewall Router provides office and residential
users the ideal solution for sharing a high-speed ADSL broadband Internet connection between
an 11Mbps wireless* network and a 10/100Mbps Fast Ethernet backbone. It can support
downstream transmission rates of up to 8Mbps and upstream transmission rates of up to
1024Kbps. It also supports rate management that allows ADSL subscribers to select an Internet
access speed suiting their needs and budgets. It is compliant with Multi-Mode standard (ANSI
T1.413, Issue 2; G.dmt (G.992.1); G.lite (G992.2).

The product supports PPPoA (RFC 2364 - PPP over ATM Adaptation Layer 5), RFC 1483
encapsulation over ATM (bridged or routed), PPP over Ethernet (RFC 2516), and IPoA
(RFC1577) to establish a connection with 1SP. Besides, an embedded PPTP client and PPTP
server are supported to establish a VPN tunnel with a remote PPTP device. The product also
supports VC-based and L L C-basad multiplexing.

It is the perfect solution to connect a small group of PCs to a high-speed broadband Internet
connection. Multi-users can have high-speed Internet access Smultaneoudly.

This product also serves as an Internet firewall, protecting your network from being accessed by
outside users. Not only provides the natura firewall function (Network Address Trandation,
NAT), it aso provides rich firewall features to secure a user’s network. All incoming data
packets are monitored and filtered. Besides, it can aso be configured to block internal users
from accessing to the Internet.

The product provides three levels of security support. First, it masks LAN users |P addresses
which are invisible to outside users on the Internet, making it much more difficult for a hacker to
target a machine on your network. Secondly it can block and redirect certain ports to limit the
services that outside users can access. For example, to ensure that games and other Internet
applications will run properly, a user can open some specific ports for outside users to access
internal services in the network. Finally it can also detect and block many Hacker Patterns and
not alow hackers into your network.

Integrated DHCP services, client and server, allows up to 253 users to get their 1P addresses
automatically on boot up from the product. Simply set local machines as a DHCP client to
accept a dynamically assigned IP address from DHCP server and reboot. Each time a local
machine is powered up; the router will recognize it and assign an IP addressto instantly connect
it to the LAN.

For advanced users, Virtual Server function alows the product to provide limited visibility to
local machines with specific services for outside users. An ISP provided |P address can be set to
the product and then specific services can be rerouted to specific computers on the local
network. For instance, a dedicated web server can be connected to the Internet via the product
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and then incoming requests for HTML that are received by the product can be rerouted to the
dedicated local web server, even though the server now has a different IP address. In this
example, the product is on the Internet and vulnerable to attacks, but the server is protected.

Virtual Server can aso be used to re-task services to multiple servers. For instance, the product
can be set to allow separated FTP, Web, and Multi-player game servers to share the same
Internet-visible | P address while gill protecting the servers and LAN users from hackers.

1.2 Package Contents

1. OneDigicom ADSL Frewal Router

One CD-ROM containing the on-line manud

One RJ-11 ADSL/telephone cable

One draight-through CAT-5 Ethernet cable

One AC-DC power adapter (output: 12V DC, 1A)
One Quick Start Guide

1.3 MICHELANGELO OFFICE PRO-V Features

MICHELANGEL O OFFICE PRO-V provides the following festures:

o gk~ WD

ADSL Multi-M ode Standard: Supports downstream transmission rates of up to 8Mbps and
upstream transmission rates of up to 1024Kbps. It also supports rate management that allows
ADSL subscribers to select an Internet access speed suiting their needs and budgets. It is
compliant with Multi-Mode standard (ANSI T1.413, Issue 2; G.dmt (G.992.1); G.lite (G992.2).

Wirelesst Ethernet 802.11b access point: Provides awireless Ethernet 802.11b access point
for extending the communication mediato WLAN.

Fast Ethernet Switch: A 4-port 10/100Mbps fast Ethernet switch is supported in the LAN site
and automatic switching between MDI and MDI-X for 10Base-T and 100Base-TX ports is
supported. An Ethernet straight or crossover cable can be used directly, this fast Ethernet switch
will detect it automaticaly.

Multi-Protocol to Establish A Connection: Supports PPPoA (RFC 2364 - PPP over ATM
Adaptation Layer 5), RFC 1483 encapsulation over ATM (bridged or routed), PPP over Ethernet
(RFC 2516), and IPoA (RFC1577) to establish a connection with the ISP. The product also
supports VC-based and L L C-based multiplexing.

Quick Installation Wizard: Supportsa WEB GUI page to install this device quickly. With this
wizard, an end user can enter the information easily which they from the ISP, then surf the
Internet immediatdly.

Universal Plug and Play (UPnP) and UPnP NAT Traversal: This protocol is used to enable
simple and robust connectivity among stand-alone devices and PCs from many different
vendors. It makes network ssimple and affordable for users. UPnP architecture leverages TCP/IP
and the Web to enable seamless proximity networking in addition to control and data transfer
among networked devices.
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Network Address Trandation (NAT): Allows multi-users to access outside resource such as
Internet simultaneously with one IP address/one Internet access account. Besides, many
application layer gateway (ALG) are supported such as web browser, ICQ, FTP, Telnet, Email,
News, Net2phone, Ping, NetMeseting and others.

Firewall: Supports SOHO firewall with NAT technology. Automatically detects and blocks the
Denia of Service (DoS) attack. The packet filtering and SPI are also supported. The hacker’s
attack will be recorded associated with timestamp in the security logging area. More firewall
features will be added continudly, please visit our web Site to download latest firmware.

Domain Name System (DNS) relay: provides an easy way to map the domain name (afriendly
name for users such as www.yahoo.com) and |IP address. When a local machine sets its DNS
server with this router’s IP address, then every DNS conversion requests packet from the PC to
this router will be forwarded to the real DNS in the outside network. After the router gets the
reply, then forwards it back to the PC.

Dynamic Domain Name System (DDNS): The Dynamic DNS service allows you to alias a
dynamic IP address to a static hostname. This dynamic IP address is the WAN [P address. For
example, to use the service, you must first apply an account from this free Web server
http:/Amww.dyndns.org/. There are more than 5 DDNS servers supported.

Virtual Private Network (VPN): Allows a user to make a tunnel with a remote site directly to
secure the data transmisson among the connection. Users can use embedded PPTP
client/server and | PSec supported by this router to make a VPN tunnel or the user can run the
PPTP client in PC and the router aready provides IPSec and PPTP pass through function to
edtablish a VPN connection if the user likesto run the PPTP client in hisloca computer.

PPP over Ethernet (PPPoE): Provide embedded PPPOE client function to establish a
connection. Users can get greater access speed without changing the operation concept, sharing
the same ISP account and paying for one access account. No PPPOE client software is required
for the local computer. The Always ON, Dial On Demand and auto disconnection (Idle Timer)
functions are provided too.

Virtual Server: Users can specify some services to be visible from outside users. The router can
detect incoming service request and forward it to the specific local computer to handle it. For
example, users can assign a PC in a LAN acting as a WEB server inside and expose it to the
outside network. Outside users can browse an inside web server directly while it is protected by
NAT. A DM Z host setting is aso provided to alocal computer exposed to the outside network,
Internet.

Rich Packet Filtering: Not only filters the packet based on IP address, but also based on Port
numbers.

Dynamic Host Control Protocol (DHCP) client and server: Inthe WAN site, the DHCP client
can get an IP address from the Internet Server Provider (1SP) automatically. In the LAN site, the
DHCP server can alocate up to 253 client 1P addresses and distribute them including I P address,
subnet mask as well as DNS IP address to local computers. It provides an easy way to manage
thelocal 1P network.

Static and RIPL1/2 Routing: Supports an easy static table or RIPL/2 routing protocol to support
routing capability.

*Wireless only on Michdangelo Office Wave Pro-V modd 3



Digicom MICHELANGEL O OFFICE PRO-V ADSL Firewall Router

SNTP: An easy way to get the network red time information from an SNTP server.

Web based GUI: supports web based GUI for configuration and management. It is user-friendly
with an on-line help, providing necessary information and assist user timing. It also supports
remote management capability for remote users to configure and manage this product.

Firmwar e Upgradeable: the device can be upgraded to the latest firmware through the WEB
based GUI.

Rich management interfaces: Supports flexible management interfaces with local console port,
LAN port, and WAN port. Users can use terminal application through console port to configure
and manage the device, or Telnet, WEB GUI, and SNMP through LAN or WAN ports to
configure and manage a device.
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Using MICHELANGELO OFFICE PRO-V

2.1 Cautionsfor using the MICHELANGEL O OFFICE PRO-V

Do not place the MICHELANGELO OFFICE PRO-V under high humidity and high
temperature.

Do not use the same power source for MICHELANGELO OFFICE PRO-V with other
equipment.

Do not open or repair the case yourself. 1f the MICHELANGELO OFFICE PRO-V is
too hot, turn off the power immediately and have a qualified serviceman repair it.

@ Place the MICHELANGELO OFFICE PRO-V on a stable surface.

Only use the power adapter that comes with the package.

2.2 TheFront LEDs

' @ E " @ R R NN E N N BN N
e R R e S el T T

1 | PWR Lit when power ON
2 | SYS Lit when system is reedy

3 | LANport1 | Litwhen connected to Ethernet device
Green for 100Mbps, Orange for 10Mbps
Blinking when deta tranamit/recelved

4 | LANport2 | Lit when connected to Ethernet device
Green for 100Mbps; Orange for 10Mbps
Blinking when deta tranamit/recelved
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5 | LANport 3 | Lit when connected to Ethernet device
Green for 100Mbps; Orange for 10Mbps
Blinking when data transmit/received

6 | LANport4 | Litwhen connected to Ethernet device
Green for 100Mbps; Orange for 10Mbps
Blinking when data transmit/received

7 | WLAN* Lit green when the wireless connection is established.
Flashes when sending/recaiving data.

10 | MAIL Lit when thereis email in the emall account

11 | PPP Lit when there is a PPPoA/PPPOE connection

13 | ADSL Lit when successfully connected to an ADSL
DSLAM

2.3 The Rear Ports

e,

PP .- |

Port Meaning

LINE Connect the supplied RJ-11 cable to this port when
connecting to the ADSL/telephone network.
Connect a PS2/RS-232 cable to this port when

CONSOLE | connecti ng to a PC's RS-232 port (9-pin serial
port).

LAN

1X 4X Connect an UTP Ethernet cable to one of the four

R J_4_5 LAN ports when connecting to aPC or an

connector) officelhome network of 10Mbps or 100Mbps.
After the deviceis powered on, pressit to reset the
device or restore to factory default settings.
0-3 seconds: reset the device

RESET 3-6 seconds: no action
6 seconds or above: restore to factory default
setings (thisis used when you can not login to the
router, e.g. forgot the password)

PWR Connect the supplied power adapter to this jack.
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Chapter 2 Using MICHELANGEL O OFFICE PRO-V

6 Power _
Switch A Power ON/OFF switch

2.4 Cabling

The most common problem is bad cabling or ADSL line. Make sure that all connected devices
are turned on. On the front of the product is abank of LEDs. Asafirst check, verify that the

LAN Link and ADSL line LEDs are lit. If they are not, verify that you are using the proper
cables.
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Configuration

The MICHELANGELO OFFICE PRO-V can be configured with your Web browser. The web
browser is included as a standard application in the following operation systems, UNIX, Linux,
Mac OS, Windows 98/NT/2000/Me, etc. The product provides a very easy and user-friendly
interface for configuration.

3.1 Before Configuration

This section describes the configuration required by LAN-attached PCs that communicate with
the MICHELANGELO OFFICE PRO-V, either to configure the device, or for network access.
These PCs must have an Ethernet interface installed properly, be connected to the
MICHELANGELO OFFICE PRO-V either directly or through an external repeater hub, and
have TCP/IP installed and configured to obtain an IP address through a DHCP server or afixed
IP address that must be in the same subnet of the MICHELANGELO OFFICE PRO-V. The
default IP address of the MICHELANGEL O OFFICE PRO-V is192.168.1.254 and subnet mask
Is 255.255.255.0. The best and easy way is to configure the PC to get an IP address from the
MICHELANGELO OFFICE PRO-V. Also make sure you have UNINSTALLED any kind of
software firewall that can cause problems accessing the 192.168.1.254 | P address of the router.

Please follow the steps below for PC's network environment instalation. First of al, please
check your PC’s network components. The TCP/IP protocol stack and Ethernet network adapter
must be ingaled. If not, please refer to MS Windows related manuas.

”o ’ Any TCP/IP capable workstation can be used to communicate with or through the
7' 5 MICHELANGELO OFFICE PRO-V To configure other types of workstations, please
consult the manufacturer’ s documentation.

3.2 Connecting the MICHELANGEL O OFFICE PRO-V

1. Connect the Router to a LAN (Local Area Network) and the ADSL/telephone network.
2. Power onthedevice
3. Makesurethe PWR and SYSLEDs arelit steedy & LAN LED islit.

4. Before proceeding to the next step, make sure you have uninstalled any software firewdl.
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Chapter 3 Configuration

3.3 Configuring PC in Windows
3.3.1 For Windows 98/ME

1. Goto Start/ Settings/ Control Pandl. In the Control Pandl, double-click on Network and
choose the Configuration tab.

2. Sdect TCP/IP -> NE2000 Compatible, or the name of any Network Interface Card (NIC)
in your PC.

3. Click Properties.

Metwork K

Configuration Identificatinnl Access I:u:untru:uli

The following network, components are installed:

BT} ME 2000 Compatible -]
5 NetBEUI -» Dial-Up Adapter

4 MetBEUI -> ME2000 Compatible

4 TCRAP -» Dial-Up Adapber

¥ TCP/P -» NE2000 Compatible

add... FRemove | Properties il

Primary Metwork Logon:

IEIient far Microzoft Metworks

File and Print Sharing... |

Diescription

TCPAR iz the protocaol you uze to connect ta the [ntermet and
wide-area networks.

] 8 I Cancel |

4. Sdectthe IP Addresstab. Inthis page, click the Obtain an | P address automatically
radio button.
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TCP/IP Properties K
Bindings I Advanced I MHetBI0 |
DIMS Configuration I Gateway I WwikS Corfiguration €_IF Address

An [P address can be automatically azsigned ta thiz computer.
[F your network. doez not automatically aszign IP addrezses, ask
wour nebwark, administratar far an address, and then tepe it in
the space below.

* ‘Obtain an IP address automatically

—{" Specify an IP address:

|FAddress: | | . . |

Subnet b ask: | ; : i |

5. Then sdect the DNS Configur ation tab.

6. Sdectthe Disable DNS radio button and click “ OK™ to finish the configuration.

TCP/IP Properties 7]
Hitding I Adwvanced I MetBI05
DNS Corfiguration) Gateway | WINS Configuration | 1P Address

LN

—f{" Enable DNS—%;

Host: I Do I

OHE Semwer Search Order

[ Trrri |
Hemone
o Suths 5 earch Hrder
| fdd

| Femove

Cancel |

o |

10
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3.3.2 For Windows NT4.0

1. Goto Start/ Settings/ Control Pandl. In the Control Pand, double-click on Network and
choose the Protocols tab.

2. Sdect TCP/IP Protocol and click Properties.

Hetwaork HE|

Identfication | Services Protocols | Adapters | Bindings |
Ntwork Protocoks:

T MetBEUI Protocol

W MwLink IPR/5F% Compatible Transport
H Mwilink NetBIDS

Add.. Bemove | [ ate |

- Descaiptior:
Transpoit Control Frotocoldntemst Protocol, The default wide

are:a netwaork protocaol that provides communication across
diverse mterconnected networks,

ok | Cancel |

3. Sdect the Obtain an IP address from a DHCP server radio button and click OK.
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Microsoft TCP/IP Properties EHE3

IP Addiess | DNS | WINS Address | Fiouting]

An [P address can be automatically azzigned ko this network. card
by a DHCF zerver. If your network: does not have a DHCF server,
azk vour network, administratar for aneaddresz, and then tppe it in
the zpace below.

L Obtain an I[P addrezz from a DHCF server

— (" Specify an P address

| P dnress: I

Subrethask: |

[eratlbEateEy |

Advanced... I
k. I Cancel | BEply |

3.3.3 For Windows 2000

1. Goto Start/ Settings/ Control Panél. In the Control Pand, double-click on Network and
Dial-up Connections.

2. Double-click LAN Area Connection.

9 Network and Dial-up Connections E ;[glﬂ
J File Edit Wiew Faworites Tools  Advanced Help |ﬁ
J Back » = - [i] | Qhsearch [YFolders (HHistory | 5 e
J#u:_ldress i-ﬁl Netwark and Dial-up Connections Ll i‘bGD

| = e [

Local Area
Canneckion

Network and Dial- Connection
up Connections

Local Area Connection

Twpe: LAN Connection

Status: Frahled ;]

3. IntheLAN Area Connection Status window, click Properties.
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Chapter 3 Configuration

General |
— Connection
Shatus: Connected
Druration: 05:54: 27
Speed; 10.0 Mbpsz
— Bchivity =
Sent —— 1 ——  Received
L4
Packets: ann | 138
Dizable |
Cloze
4. Sdect Internet Protocol (TCP/IP) and click Properties.

General I Sharing |

Connect using:

| B3 Fealek RTLS133(4) PCI Fast Ethernet Adapter

Componentz checked are uzed by thiz connection:

H MwLink IP/SP/MetBI0S Compatible Transpart Prata = |
v~ MetBELI Pratacal

T8 | rternet Protocol [TCPAF)

5 ;
Inztall... Uninztall | (F‘rp:upertm |

— Description b A

Tranzmizzion Contral Protocol/Internet Protocol. The default
wide area network protocol that provides communication
acroze diverze interconnected nebworks.

[ Show icon in taskbar when connected

ak. | Cancel |

5. Sdect the Obtain an IP address automatically and the Obtain DNS server address
automaticaly radio buttons.

6. Click OK to finish the configuration.
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Internet Protocol {TCP/IP) Properties

21|
General |
“'ou can get IP settings aszigned automatically if your nebwork zupports

thiz capability. Othenwize, pou need to ask pour network. adminiztratar for
the appropriate [P settings.

L Obtain an IP address automaticallé
—i Uzge the following IP address;

P address;
Subret mask:

efaul gatewsay

Eretered BHE semwen

Llbermate DI E semern

5}: Obtain DMS server address automatically
—i" Use the following DNS server addresses:

Advanced.. |
4 I

Cancel |

3.3.4 For Windows XP

1. Goto Start/ Control Pand (in Classic View). In the Control Pandl, double-click on Network
Connections.

2. Double-click Loca Area Connection

E Control Panel

B

X
-

File Edit ‘View Favorites Tools  Help Y
] 5 &) i
(€ e T 7 Search Folders
Address ;[} Control Panel VE &
e i o~
ﬂ"' Control Panel ﬁ L %
Phone and  Power Options
[ Switch to Categary view Modern ...
See Also = _Ji ﬁ
i Printers and  Regional and  Scanmers and
ﬁ Windows Update Faxes Language ... Cameras
()] Help and Suppart A @ ~ =
Scheduled Sounds and Speech
Tasks Audio Devices I

3. IntheLAN Area Connection Status window, click Properties.
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- Local Area Connection Status

General Support

Connection ;
Status; Connected
Churatior: 00:0%: 34
Speed 1000Mbps |
Bctivity i
Sent ﬂ Received

Butes: 1.403 1.749
Properties Dizable ]

4. Sdect Internet Protocol (TCP/IP) and click Properties.

- Local Area Connection Properties

| General ..-;l';utl*:'uenticétic-gn | Advanced|
Connect using:

| B8 D-Link DFE-530T: PCI Fagt Ethernet Adapter [rev.B]

Thiz connection uszes the following itemns:

E’i Client for Microzaft Metworks
B Filz and Printer Sharing for Microsoft Metwaorks
.@ QoS Packet Scheduler

G i)
"I*___—I"'

Description

Tranzmizsion Control Protocol/Intermet Protocol. The default
wide area netwark, protocol that provides communication
across diverse interconnected netwaorks.

[] Show icon in notification area when connected

TR m——

5. Sdect the Obtain an IP address automatically and the Obtain DNS server address
automaticaly radio buttons

6. Click OK to finish the configuration.
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Internet Protocol (TCP/IP) Properties a : ]

General | Alkernate Configuration

o can get IP zettings assigned automatically if your network zupports
thiz capability. Otherwize, pou need to ask vour netwoark, administrator for
the appropriate |P zettings.

(%) Obtain an IP address automatically
{1 Uze the following 1P address:

(%) Obtain DMS zerver address automatically
{1 Usze the following DNS server addresses:

ak. ] [ Cancel ]

3.4 Factory Default Settings

Before configurating this MICHELANGEL O OFFICE PRO-V, you heed to know the following
default settings.

1. Web Configurator
Usarname admin
Password : admin

2. DevicelP Network settingsin LAN site
IP Address: 192.168.1.254
Subnet Mask : 255.255.255.0

3. ISP settingin WAN dite
PPPoE

4. DHCP server
DHCP server is enabled.
Start IP Address : 192.168.1.100
IP pool counts: 100

3.4.1 Username and Password
The default username and password are admin and admin respectivey.
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If you ever forget the password to log in, you may press the RESET button to restore
the factory default settings..

3.4.2 LAN and WAN Port Addresses
The parameters of LAN and WAN ports are pre-set in the factory. The default values are shown

below.
LAN Port WAN Port
192.168.1.254 The PPPoE function is
IP add ;
acdress enabled to automaticaly
Subnet Mask 255.255.255.0 get the WAN port
_ Enabled configuration from the
DHCP server function ISP, but you have to st
| P addr essesfor 100 | P addresses continuing from the username and
distribution to PCs 192.168.1.100 through 192.168.1.199 | password first.
(Actually, it can support up to 253
users.)

3.5 Information from the | SP

Before configuring this device, you have to check with your ISP (Internet Service Provider) what
kind of service is provided such as PPPoE, PPPoA, RFC1483, IPoOA, or PPTP-to-PPPoA
Rdaying.

Gather the information asillugtrated in the following table and keep it for reference.

PPPoE VPI/VCI, VC-based/LLC-based multiplexing, Username,
Password, Service Name, and Domain Name System (DNS) IP
address (it can be automatically assigned from ISP or be set
fixed).

PPPoA VPIVCI, VC-based/LLC-based multiplexing, Username,
Password, and Domain Name System (DNS) IP address (it can be
automaticaly assigned from ISP or be st fixed).

RFC1483 Bridged VPI/VCI, VC-based/LLC-based multiplexing and configure this
product into BRIDGE Mode.

RFC1483 Routed VPI/VCI, VC-based/LLC-based multiplexing, IP address, Subnet
mask, Gateway address, and Domain Name System (DNS) IP
address (it isfixed IP address).
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| POA VPI/VCI, IP address, Subnet mask, Gateway address, and Domain

Name System (DNS) IP address (it is fixed | P address).

3.6 Configuring with the Web Browser

Open the web browser, enter the local port 1P address of this MICHELANGEL O OFFICE PRO-

V , which defaults at 192.168.1.254, and click “Go”, a user name and password window prompt
will appear. The default username and password are admin and admin.

Enter Hetwork Pazsword

"j@; Flaass ype your weer name and passeond
L 192 163 1 254
Rezlm

Lzer Mame ||

Pasreoid |
[ Sarve this passsned in o paermod it

Ok Cancel
| | |

You will get a status report web page when login successfully.

3 http://192.168.1_254/ - Microzoft Internet E xplorer

J File Edit “iew Fawvortes Toolz Help

[ =
- = 9 | @ Gd 2 B S

Stop Refresh Home Search Fawontes  Historg b ail

Frint Edit
| Address |@ hitp: 44192 168.1.254/

Drizcuss
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Siaius
Ouick Stant
Cnfiguration

eV evw

Lngow

Language
| Engjlish =}

Save Conflg to FLASH

BIPAC-743 GE Wireless ADSL Firewall Router

Status
Host Hama b e gatesssy t Hos
System Up-Time 000z2e
Cwrrent Time Thu, 07 Jan 1570 - 02:02:10 =al T
Hardware Varsian ADEL MF-GA v1.00 f Hel DOGye CSP 423
Softwars Version 422
MALC Address L0:20 2B:00:74:30
Hoarnie LIRL Billion Electric Co. Lt
LA | )
IP Addraas: 152 169.1. 254 M Sattings
Subblatmazk: 258,255,550
DHCP Sereer Ho P Sar o
WaAN
145340 Il = Edting
P Br3s
IP Addrecs: 0.0.0.0
SubMatmsak: [255.0.0.0
Prirrary DHE: Hare fing
Port Staus
Port Type Connected  Line State
Ethernst ethernst W
Weirales: eihernal b4
A algl =
Defined Inerfaces
RFC: 1483 routed mod WRIM LSS Ry 0
Me: Q00
Eiheimigt R o 232400
Ma: ITFLD
Ru . 0r0
Tx: 977594

At the configuration homepage, the left navigation pane where bookmarks are provided links
you directly to the desired setup page, including:

m  Status (ARP Table, PPTP Status, IPSec Status, Email Status, Event Log, Error Log and

UPnP Portmap)
m Quick Start

m  Configuration (LAN, WAN, System, Firewall, VPN, Virtual Server & Advanced)
m  SaveConfigto FLASH

L ogout

L anguage (provides user interface in English language)

Click on the desired item to expand the page in the main navigation pane.

3.6.1 STATUS

The Status section provides and contains many items including device H/W and SW
information, LAN, WAN, Port status and all defined interfaces.
information for users to review the status of the device.

When you click the ARP Table, you will seethe data of the IP address of each PC inyour LAN

aswdl asits associated MAC address.

It also provides useful
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V Status ARP Table

ARP Table

PPTF Status

IPSec Status

Email Status IP ARP entries:
Event Log

Error Log T | -
© UPnP Portmap | IP Address EMAC Address | Interface | Static ‘

© Quick Start 1192.168.1.249 | 00:eD:18:fd:60:5a iplan  |no |

= Configuration
@ Save Config to FLASH
© Logout

Language

iEninsh vl
When you click the PPTP Status, it gves you aquick overview of the PPTP connection status.
Whenyou dlick the | PSec Status, it givesyou aquick overview of the IPSec connection status.
When you click the Email Status, it gives you a quick view to know if there is email in your
pre-defined email account. You will see the unread emails in the email server once you have
successfully configured the “Check Emails’ in Configuration - Advance.

When you click the Event Log, it displays valuable system event logging information and status
after the power isturned on, such as ADSL line, WAN port, SNTP, Firewall, and etc.

When you click the Error Log, it shows the error message log When you face a problem,
please send this error log to support for quick feedback.

When you dlick the UPnP Portmap, it displays the Virtua Servers (or Port Mappings) that
created by UPnP protocol implemented in Windows.

20
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3.6.2 Quick Start

V Status Quick Start
ARP Table
PPTF Status -
IPSec Status Encapsulation: | 1453 Routed IP LLC
Email Status T {PPPoA
Event Log Wk FPPoE
Error Log wCl | 11483 Routed IP WC-hux
@ UPnP Portmap ’ 143 ut e
@ Quick Start MAT: | (1483 LLC MER
. Classical IP {(1577)
E= Configuration 1483 Bridged IP WG -hux
© Save Config to FLASH IP Address: 1483 Bridged IP LLC
Pure Bridged % C-Mux .
Y tamatically’)
© Logout —“{Pure Bridged LLC it
SubMetmask: SR
Language Default Gateway:
English DNS
Primary DMNS:
Secondary DNS:
PPP
Usernarme:
Pasgword:

If you use this device to access the Internet through the ISP, this web page is enough for you to
configure this router and access the Internet without a problem. Please check Chapter 3.5
(Information from the 1SP), then enter the proper values into this web page, click the Apply
button and then Save Config to FLASH in the left panel. After the router reboot, you may check
the Status web page to check whether the router is connected to the ISP or not. In nmost cases,
you can access the Internet immediately. If not, please refer to the sections below for more
information.

3.6.3 Configuration
When you dick thisitem, you get following sub-itemsto configure the ADSL router.
LAN, WAN, System, Firewall, VPN, Virtual Server and Advanced

These functions are described below in the following sections.

3.6.3.1 LAN

There are four items under the LAN section: Ethernet, Wireless*, Port Setting and DHCP
Server. When you click Ether net, you get the following figure.

*Wireless only on Michdangelo Office Wave Pro-V modd 21



Digicom MICHELANGEL O OFFICE PRO-V ADSL Firewall Router

= Status
s Ethernet
@ Quick Start
¥ Configuration
¥ LAN Primary IP Address
Ethemet IP Address: |12 163 1 254
Wireless ; : :
Port Setting SubMetmask: 255|255 | 1258 | 0
DHCFP S
&= WAN SIEr Secondary IP Address
= System IP Address: | 10 o 0
= Firewall
B VPN SubMetmask: g 10 o 0
© Virtual Server
B= Advanced
-Applr.f
© Sawve Config to FLASH
@ Logout Advanced Options
Language
English

It supports two Ethernet IP addresses in the LAN. With this function, the ADSL router can
support two different LAN subnets to access the Internet at the same time. Usually, thereisonly
one subnet in LAN, there is no need to configure a Secondary 1P address. The 192.168.1.254 is
the default | P address for this ADSL router. The Advanced Options will alow you to configure
the routing protocol versonl or verson 2 in receiving and sending direction.

When you click Wir eless*, you will get the fallowing figure.

B> Status Wireless
© Quick Start
V¥ Configuration EZSID: wlan-ap
V LAN
Ethernet Regulation Domain: M. America
Wireless
Port Setting Channel 10: Channel 1 (2.412 GHz)
DHCF Server
= WAN Default Tx Key: 0
b= System
I:; E'g:wall Passphrase:
@ Virtual Server sy . S
S frread WER Eneryptian: @Disable OWEPS4 OWEP123 | Hex
© Save Config to FLASH Key O:
O Logout Key 1:
Language e
English Key 3:
Hide_35ID: falze
Reset: falze
Connected: false
Link Speed: 0
Card type: Prism 2

AP Firrmware Yersion:
Pritmary Firrmware Yersion:

Disable: falze [
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ESSID: Enter the unique ID given b the Access Point (AP), which is aready built-in to the
wireless broadband firewall gateway. To connect to this device, your wireless clients must have
the same ESSID asthe device.

Regulation_ Domain: There are five Regulation Domains for you to choose from, including
North America (N.America), Europe, France, and Spain. The Channel ID will be different
based on this stting.

Channé 1D: Sdect the ID channd that you would like to use.
Default Tx Key: Sdect the encryption key 1D, please refer to K ey (0-3) below.

Passphrase: This is used to generate WEP keys automatically by an input string and
pre-defined algorithm in WEP64 or WEP128. You can input the same string in both AP
and Client card to generate same WEP keys. Please note that you do not have to key in Key (O-
3) asbelow when the Passphrase is enabled.

WEP Encryption: To prevent unauthorized wireless stations from accessing data transmitted
over the network, the wireless broadband firewall gateway offers highly secure data encryption,
known as WEP. If you require high security in transmission, there are two alternatives to select
from, WEP 40 and WEP 128.

Key (0-3): Enter the key to encrypt wireless data. To allow encrypted data transmission, the
WEP Encryption Key values on all wireless statiors must be the same as the device. There are
four keys for your selection. The input format isin HEX style, 5 and 13 HEX codes are required
for WEP64 and WEP128 respectively, the separator is “-“. Take WEP64 case for example, 11-
22-33-44-55isavdid key, 1122334455 isinvdid instead.

Hide SSID: When enabled, the Wireless AP is invisible from the site-surveying by Wireless
clients. The wireless clients still can associate with this Wireless AP if entered with the same
ESSID vdue

Reset: Resat the Wirdess AP function

When you click Port Setting, you get the following figure. This alows you to configure the
port setting to solve some of the compatibility problems while connecting to the Internet.
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Port Setting

b= Status
@ Quick Start
¥V Configuration Port1 Connection Type: | Auto
¥ LAN .
Eatnrret Part? Connection Type: | Ao
YWyireless 0 i
Port Setting Port3 Connection Type: | Auta
DHCF Server ; :
= WAN Partd Connection Type: | Auto
- System Port1 Rate Lirnit: ® Disable
= Firewall
b= VPN O Enable * 32kb
© Virtual Server pe
== Advanced Por2 Rate Limit; ® Disahle
@ Save Config to FLASH O Enable * 32kbps
@ Logout
Port3 Rate Limit: ® Dizahle
Language OEnable * 32kbps
English Portd Rate Limit: @ Disable
(O Enable * 32kbps
IPvd TOS priority Contral: & Disable () Enable
Set high priority TOS:
ez 62 Oe1 Oeo [Oss Oas sr Css s [s4 [s3 [s2 a1 [0 [Caa 1438
O47 O4e M4 044 O3 04z O O 039 Oz Oz Oz Oz O34 O3z 32
O3t O30 O2s O2e O2r Oz Ozs 24 023 022 O21 D20 Os Oe Ohi7 Os
Che Oa O3 12 O o O Os OF Os Os Os4 O3 O2 [O1 Oo
Apply

Port # Connection Type: Five options to choose from: auto, 10M half-duplex, 10M full-duplex,
100M half-duplex or 100M full-duplex. Sometimes, there are Ethernet compatibility problems
with legacy Ethernet devices. You can configure different types to solve the compatibility
ISsues.

Port # Rate Limit: When it is enabled, enter a rate value that is configured as multiple of
32kbps. This function limits the inbound and outbound Ethernet throughput around the value
that you specified.

TOS, Type of Services, is the 2% octet of IP packet. The bits 6-7 of this octet are reserved and
bit 0-5 are used to specify the priority of the packet. The definition of these bitsis listed blow:

Two bits: reserved

Onehit: high rdiability

One bit: high throughput

One bit: No delay

Three bits: IP priority (Oto 7)

IPv4 TOS priority Control: This feature uses bits 0-5 to classify the packets’ priority. If the
packet is in high priority, it will flow first and will not be constrained by the Rate Limit.
Therefore, when this feature is enabled, the embedded Ethernet switch IC will check the 2" octet
of each IP packet. If the vaue in the TOS field matches in the checked vaues in the table (O to
63), this packet will trest it as high priority.
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When you click DHCP Server, you get the following figure. You can disable or enable the
DHCP server or enable the DHCP relay functions.

b Status DHCP Server

Q@ Quick Start

v Configuration HCP Servar Mods

7 LAN % Disable

Elhemet

LF relay agenl

nexl

[ System

= Firewall

= VPN

@ Wiral Server
= Adlvanced

@ Save Conlig to FLASH
@ Logout

Languaga
Ernglizh

If you check Disabled and click Next, then click Apply. The DHCP server function is disabled.

Each PC in the LAN should assign a fixed IP address and set the PC’s gateway to the ADSL
router.

If you check DHCP Server and click Next, you can configure parameters of the DHCP server
including the IP pool (starting IP address and ending |P address), leased time for each assigned
IP address, DNS IP address, Gateway |P address. Those messages are sent to the DHCP client
when it requests an IP address from the DHCP server. Click Apply to enable this function. If
you check “Use Router as a DNS Server”, the ADSL Router will find the IP address from the
outside network automaticaly and forward it back to requesting PC in the LAN.

If you check DHCP Relay Agent and click Next, then you will have to enter the IP address of
the DHCP server which will assign an IP address back to the DHCP client in the LAN. Click
Apply to enable this function.

3.6.3.2 WAN

There are items under the WAN section: | SP and DNS. When you click ISP, you will get the
following screen.
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B Status WAN connections
@ Quick Start

V Configuration WA services currently defined:

= LAN
V WAN Name Description Creator VPI VCI
ISP
DMS rfc1433-0 | RFC 1483 routed mode | WebAdmin |8 |35 |Edit... @ Delete.. @
= System
= Firewall
= VPN
© Virtual Server
= Advanced

© Save Config to FLASH
O Logout

Create...

Language
English

The factory default is rfc 1483-0. If your ISP uses the same access protocol, please click Edit to
input other parameters as below. If your ISP does not use rfc 1483-0, you can delete it, click
Delete. Then you may click Create to create a connection to your ISP to surf the Internet. Refer
to the figure after the RFC 1483 r outed and PPPOE description below.

B Status WAN connections: RFC 1483 routed
© Quick Start
V¥ Configuration Description: RFC 1483 routed mode
= LAN ;
7 WAN YR 0
ISP WOl 0
DMNS
= System MAT: Enable |
= Firewall .
&= VPN Encapsulation method: | LicBridged
@ Virtual Server ) ; : : :
o Rivarocd ;Ohtaln an IP aldclress automatically via DHCP client
© Save Config to FLASH JUsze the following IP address
IP Address:
@ Logout
Metmask:
Language Gateway:
English | Apply

Description: Give aname for this connection.
VPI and VCI: Enter the information provided by your I1SP.

NAT: The NAT feature allows multiple users to access the Internet through a single 1P account,
sharing the single 1P address. If usersin the LAN site have public IP addresses and can access
the Internet directly, the NAT function can be disabled.

Encapsulation method: Select the protocol format, the default is LIcBridged. Select the one
provided by your |SP.

DHCP client: Enable or disable the DHCP client, specify if the Router can get an |P aldress
from the Internet Server Provider (ISP) automatically or not. Please click Obtain an IP address
automatically via DHCP client to enable the DHCP client function or click Specify an |P address
to disable the DHCP client function, and specify the IP address manually. The setting of this
item is specified by your ISP.

26
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B> Status WAN connections: PPPoE routed
O Quick Start
¥ Configuration Description FPPPoE Roted
= LAN A
T waN i g
ISP Ik
[ikE o
I System AT: Erabla
= Firewall i
= VPN Lsemame
@ Virtual Somvar Fase +
I Advancad il
@ Save Config to FLASH St nare;
@ Logowt Llze the fllowing IR address: (D000 means Obtain n P sdress automatically)
Authenticsdion Prodocoldathentication Prodacal: Chapitute |
Language FFFoE Connaction: Abways On
Engizh 5 e By
User ldle Timeout {in minules) 0
| Anply |

Description: Give aname for this connection.
VPI/NVCI: Enter theinformation provided by your |SP.

NAT: The NAT feature allows multiple users to access the Internet through a single IP account,
sharing the single IP address. If users in the LAN site have public IP addresses and can access
the Internet directly, the NAT function can be disabled.

Username: Enter the username provided by your ISP. You can input up to 128 aphanumeric
characters (case sengdtive).

Password: Enter the password provided by your ISP. You can input up to 128 alphanumeric
characters (case sengtive).

Service Name: This item is for identification purpose. If it is required, your ISP will provide
you the information. Maximum input is 20 a phanumeric characters.

PPP Authentication Protocol Type: Default is Auto.

® Always on: if you want to establish a PPPOE sesson when starting up. It will aso
automatically re-establish the PPPoE session when disconnected by the |SP.

® Connect to Demand: if you want to establish a PPPOE session only when there is a packet
requesting access to the Internet.

User Idle Timeout (in minutes): Auto-disconnect the broadband firewall gateway when thereis
no activity on the line for a predetermined period of time.
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= Status ISP

© Quick Start

V Configuration Please select the type of serice you wish to create:

&= LAN

V WAN ATM: @ RFC 1483 routed © RFC 1483 bridged
::'JSI\'J:'S O PPPoA routed O IPod routed

&= System © PPPoE routed

EE}} ‘I;g:wall Cluick Start... @

@ Virtual Server
= Advanced

@ Save Config to FLASH
@ Logout

Language
English

Select one of the access methods among the 5 listed items and click Next to configure the right
connection method. Please refer to the above description and Section 3.5 Information from |SP.
Cluick Start @ isashort cut to the Quick Start page.

The WAN-DNS is shown as below.
= Status DNS

© Quick Start

¥ Configuration )
= LAN Primary DNS IP Address:

¥ WAN
ISP

> Syetern

[= Firewall

= VPN

@ Virtual Server
= Advanced

@ Save Config to FLASH
@ Logout

Secondary DNS [P Address:

Language
English |

A Domain Name System (DNS) contains a mapping table for domain name and I P addresses. In
the Internet, every host has a unique and friendly name such as www.yahoo.com and an IP
address. As the IP Address is hard to remember, the DNS converts the friendly name into its
equivalent |P Address.

You can obtain a Domain Name System (DNS) IP address automatically if your ISP has
provided it when you logon Usually when you choose PPPOE or PPPOA as your WAN - ISP
protocol, the ISP will provide the DNS IP address automatically. You may leave it as blank. Or
your ISP may provide you with an IP address of their DNS. If thisis the case, you must enter the
DNS IP address.

If you choose one of the other three protocols - RFC1483 routed /bridged and IPoA. Check
with your ISP, it may provide you with an IP address of DNS. You must enter the DNS IP
addressif you set the DNS of your PC to the LAN IP address of thisrouter.
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3.6.3.3 System

There are six items under the System section: Time Zone, Remote Access, Firmware
Upgrade, Backup/Restore, Restart Router and User M anagement.

When you click Time Zone, you get the following figure.

B~ Status Time Zone
@ Quick Start

¥ Configuration @ Enable O Disable

= LAN
[= WAN Time Zone List: & By City O By Time Difference
¥V System

Time Zone Select a New Local Time Zane (+UTC/GMT time):

Ei?:nnvuvt:rjaf]?:de (GMTH1:00)Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

Backup/Restore

Restart Router Enter new SNTP Server IP Address: 140 162 5.3
User Managerment
= Firewall
= VPN
@ Virtual Server
= Advanced Automatically adjust clock for daylight saving changes
© Save Config to FLASH
Resync Pall Intenval |1 rrinutes
@ Logout

The router does not have a real time clock on board; instead, it uses the Simple Network Time
Protocol (SNTP) to get the current time from the SNTP server from the outside network. Please
choose your local time zone, click Enable and click the Apply button. You will get the correct
time information after you ready establish a connection to the Internet. If you prefer to enter your
own SNTP server, please enter and use it asthe first choice.

Resync Poll Interval (in minutes) is the periodical interval of router’s SNTP client to update (or
re-synchronize) the current time with SNTP server after it synchronized with SNTP server.

When you click Remote Access and then click Enable, you may temporarily permit remote
adminidration of the MICHELANGEL O OFFICE PRO-V .

When you click Firmware Upgrade, it alows you to input the location of firmware gored on
your PC and click the Upgrade button to upgrade to the new firmware.

When you click Backup/Restore, it alows you to save your current settings into a file on your
PC. If you like to restore it back (input the location of this configuration file in the PC and click
the Restor e button to save it back).

When you click Restart Router, you have two functions. One is to restart it with current
settings and the other is to restart it with factory default settings if you check Reset to factory
default settings.

When you click User Management, you are able to edit existing user's database or to create
other user accessing this device.
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3.6.3.4 Firewall

There arefiveitems under the Firewall section: General Settings, Packet Filter, Intrusion
Detection, M AC Address Filter and URL Filter.

When you click Gener al Settings, you get the following figure.

I+ Status General Settings
@ Quick Start
¥ Configuration Firewall Security: & [izahle
B LAN ;
L= WAN ' Enahle
b= 5
v Fﬁ;;l Firewall Palicy:
LZeneral Satings Al blocked! User-defined
MI’_"L"": !-'"=_f_ ckioh Higgh sacurity leval
Tl e E.;_..g Filtet edium securily [Buel
HRL Fitiar Low sacurity laval
I= VPN
S upl ey [ 2% i swne applications cannot work affer anabling Firewall, please check the Packet Filter
P Advanced especially Port Filter rules. For example, adding (TCP:A443.0utbound allowed) will let HTTPS data
@ Sove Config to FLASH o throwgh Firewall. |
O Logout
Languags Firewall Logging: []Enable Blocking Log
English

[Enable Intrusion Log

Firewall: When you enable the Firewall function, you can select one of the firewall security
policies. By default the firewdl is st to disabled.

All blocked/User-defined: By default, all traffic between WAN and LAN are blocked. You
have to configure the type of traffic passed between WAN and LAN, please refer to Packet Filter
below.

High, Medium and Low security level: By default, your system uses High, Medium and Low
firewall security levels between the WAN and LAN. For example, when you select High, the
Port Filters of the Packet Filter screen will be set automatically according to High security level
setings.

Firewall Logging: When both the Firewall Security and Firewall Logging are enabled, the
device will detect the blocked and/or intrusion packets, once the setting has been configured.

Then the router will log the corresponding (blocking or intrusion detection) logs into the Event
Log under Status.

Select the Apply button to save the setting.

When you click Packet Filter, you get the following figure.
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B> Status Packet Filter
@ Quick Start
¥ Configuration Type Configuration Note

= external | Port Filters... @) | Address Filters... ) | 1. By default, all protocol types and TCR/AJDP ports are blocked.

z ;v;:m o 2. Only the listed IP addresses are blocked
¥V Firewall internal

General Settings
Packet Filter
Intrusion Detection
MAC Address Filter
URL Filter

b= VPN

@ Virtual Server

= Advanced

© Save Config to FLASH

@ Logout

Language
English

You may configure to filter inbound (incoming) and outbound (outgoing) packets based on
PORT or IP address.

If it is based on PORT, click Port Filters for more options. Y ou may filter the packets based on
PORT and packet type (TCP or UDP or any). For example, the protocol number 1 means ICMP.
Y ou may enter 1 to protocol number of Raw 1P Filtering web page. Port ranges are supported.

If it is based on IP address, click Address Filters for more options. Y ou may enter the IP address
and again to select the inbound or outbound packets.

For example, to allow TCP packet, port O to 1000 passing router between WAN and LAN and
blocks host 1P address, 192.168.1.100. Then you have to configure the port filter - add TCP
filter > 0 to 1000 and ALLOW in both direction. Then click address filter - add address filter
- enter host IP 192.168.1.100, subnet mask 255.255.255.255 (for this single host) and both
direction.

When you click Intrusion Detection, you get the following figure.

B~ Status Intrusion Detection
© Quick Start
¥ Configuration Enable false
g \L,ﬁ'" Use Blacklist false
[= System Use Victim Protection false
¥V Firewall o : :
General Settings Victim Protection Block Duration EO0 soconds
Facket Filter DOS Attack Block D ti
Intrusion Detection ack Block Drafion 1800 seconds
MAC Address Filter Scan Attack Block Duration 85400 seconds
URL Filter
= VPN Maximum TCP Open Handshaking Count 1 per second
@ Virtual Server z A
&= Advanced Maximum Ping Count 15 per second
© Save Config to FLASH Maximum ICMP Count 100 per second
@ Logout
Apply
Language
English | Clear Blacklist
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Enable: Set True to enable this Intruson detection.

Use BlackList: Set Trueto use router’ s default backlist to protect router.
Use Victim Protection: Set True to enable Victim protection.

Victim Protection Duration: Input numbers.

DoS Block Duration: Input numbers.

Scan Block Duration: Input number.

Maximum TCP Open Handshaking Count: Input numbers.
Maximum Ping Count: Input numbers

Maximum ICMP Count: Input numbers

Select the Apply button to save the setting.

When you click the MAC AddressFilter, you get the following figure.

> Status MAC Address Filter

© Quick Start

¥V Configuration O Enable ® Disable

= LAN

= WAN

= System Faor LAM inbound ethermet frames,

¥ Firewall
General Settings
ecitRuar MAC Address
Irtrusion Detection
MAC Address Filter 0i0:00:00:00:00: 00
LIRL Filter

= VPN

@ Virtual Server

= Advanced

© Save Config to FLASH
@ Logout

only the following Source MAC Addressies) are O Allowed & Blocked

Language

English

The MAC filtering function enables you to configure your router to block interna users (MAC
addr ess) from Internet access.

® Enable/ Disable: Check Enable / Disable radio button to active / disable, respectively, the
MAC address filter function. If you check Enable, remember to choose either Allowed or
Blocked the MAC Address listed in the table, as shown above. If you select Blocked, the packet
with the MAC address in the table will be dropped and others will be forwarded. If you select
Allowed the packet with the MAC address in the table will be forwarded and others will be
dropped. Then sdlect the Apply button to save the setting.
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When you click the URL Filter, you get the following figure.

= Status URL Fllter
© Quick Start
¥ Configuration ,
- LA?I O Enable @& Disahle
= WAN & Abways Block
[= System - .
¥ © Block from oo oo to oo B :|o0
General Settings Sunday ; to | Sunday
Packet Filter
Intrusion Detection
MAC Address Filter [ Keywards Filtering Details... ©
LURL Filt ’
= VPN B [ Domains Filtering Details... @
© Virtual Server [ Disable all WEE traffic except for Trusted Daomains
[= Ad d
i [ Enable Blacking Log
© Sawve Config to FLASH
@ Logout
Apply
Lanqguage
English

The URL filtering function enables you to block unwanted websites from accessing
Ingppropriate materid from the entire enterprise.

® Enable/ Disable: Check Enable / Disable radio button to active / disable, respectively the
URL filter function.

®© AlwaysBlock: Check this button, if you wish not to accessthis website through out the entire
time. Or choosg,

® Block from: Check thisbutton, if you only wish to block a URL in a spedific time intervd.

For example, if you wish to temporarily block a URL from Monday 8:00am until Wednesday
night at 7:40pm, in the space provided above, you should select 08:00, Monday to 19:40,
Wednesday.

Keyword Filtering: Check if you want to enable the Keyword Filtering functionand click
Details... @ button for further configuration options. Please refer below for more information

Domain Filtering: Check if you wart to enable the Domain Filtering function and click button
Dietails... g for further configuration options. Please refer below for more information

Disable All WEB traffic except for Trusted Domain: It alows interna users to access only
the specified/trusted domain. Please refer to the Domain Filtering section first, before checking
this option.

Enable Blocking Log: Check this button to log the corresponding logs into the Event Log under
Status.

Select the Apply button to save the setting.

IKeyword Filtering|
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B Status URL Filter - Keywords Filtering

Quick Start

¥ Configuration
= LAN
= WAN
= System
¥ Firewall
General Settings
Packet Filter
Intrusion Detection
MAC Address Filter
LIREL Filter
= VPN
© Virtual Server
= Advanced

© Save Config to FLASH
© Logout

(o]

Keyword:

Language
English

The ADSL Router alows the administrator to block some WEB URLS containing certain
keywords in this page. For example, if the keyword “xxx” is listed, the URL
http://www.new.site.com/xxx.html would be blocked, even if it is not included in the domain
filtering list. Keywords presented as site rame are also blocked; that is, http://www.xxxsite.com
can not be accessed fromthe LAN.

To add akeyword, enter it in the Keyword fidd and dick Apply.

IDomain Filtering;|

I~ Status URL Filter - Domains Filtering
© Quick Start

¥ Cunflguration Trusted Domain:

= LAN

= WAN Name Domain

= System

¥V Firewall
S:QE;?IF?HE;MS Forbidden Domain:
Intrugion Detection
MAC Address Filter Name Domain
URL Filter

= VPN

© Virtual Server Create... @

= Advanced

© Save Config to FLASH Return... ©
© Logout

Language
English |1

If the router is configured to allow internal users to access only certain specified domains, check
add the domain name into the Trusted Domain list. If the router is configured to allow internal
users to access al websites except for some forbidden domains, add the forbidden domain name
into the Forbidden Domain list. These Forbidden Domains will be blocked, and users will no
longer be able to access the websites from the LAN.
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To add a domain name, enter its host name, such as www.bad-site.com into the text field under
Domain and select either Trusted Domain or Forbidden Domain, then click Apply. The
specified domain will be shown in the Domain List. DO NOT include http://, ONLY the sub-
domain is alowed. For instance, taking “yahoo.com” as the trusted doman means that
www.yahoo.com, my.yahoo.com, and sports.yahoo.comwill also be trusted.

To remove a site that was previoudly added, select its name in the list box, and click the Delete
button to diminate it from the list.

3.6.3.5 VPN

There are two items under VPN section, PPTP and | PSec.
When you dlick PPTP, you get the fallowing figure.

There are two applications provided in PPP, Remote Access and LAN-to-LAN (please refer
below for more information.). Click Create to select one of gpplications to continually setup.

= Status PPTP
© CQuick Start
V Configuration VPN/PPTP for Remote Access Application
= LAN Enable | Disable Name |Type Status
= WAN
= System I el
& Firewall VPN/PPTP for LAN-to-LAN Application
v VPN Enable | Disable  Name | Type  Status
PRTR
IPSec
© Virtual Server Hiseni)
= Advanced
© Save Config to FLASH SRl
© Logout
Language
English |

For the Remote Access Application, please refer to the figure below.

B Status PPTP Remote Access Connection
© Quick Start
¥V Configuration Caonnection Mame:
E; I\;‘{\;IN Type: (& Dial out, Server IP Address (or Hostname):
= System ¢ Dial in, Private IP Address Assigned to Dialin User:
= Firewall
¥ VPN Username:
PETP
IPSec Pasgword:
© Virtual Server ;
= Advanced Auth:Tyge: Chap(Auto)
© Save Config to FLASH Data Encryption: | Autg Key Length: | Auto Mode: | stateful
© Logout Idle tirme: 0 minutes
Language Apply
Englich |

Connection Name: Give aname for this connection.

Type: Check Dial Out to be aclient, check Dial I nto be a server. When this network router acts
as aclient, please input the remote Server | P Address (or Hostname) to establish a connection.
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When this network router acts as a server, please input the Private | P Address Assigned to Dial
in User address.

Username: If you are a Dia-Out user (client), enter the username provided by your Host. If you
areaDid-In user (server), enter your own username.

Password: If you are a Dial-Out user (client), enter the password provided by your Host. If you
areaDid-In user (server), enter your own password.

PPP Authentication Type: Default is Auto.

Data Encryption: The data can be encrypted by MPPE agorithm. Default is Auto, it is
negotiated when establishing a connection.

Key Length: The data can be encrypted by MPPE agorithm with 40 bits or 128 bits. Default is
Auto, it is negotiated when establishing a connection.

Mode: You may select Stateful or Stateless mode. The key will be changed in each 256 packets
when you select Sateful mode. If you select Stateless mode, the key will be changed in each
packet.

Idle Time: Auto-disconnect the broadband firewall gateway when there is no activity on the line
for a predetermined period of time. O means this connection is aways on.

Click Apply after stting.

B Status PPTP LAN TO LAN
@ Quick Start
¥V Configuration Connection Mame:
E;I\;\?:N Type: @ Dial out, Server IP Address (or Hostname):
E= System ¢ Dial in, Private [P Address Assigned to Dialin User:
= Firewall
¥V VPN Peer Metwark P Metmask:
EEE )
PSac Username:
© Virtual Server ;
P d:
= Advanced A
© Save Config to FLASH Auth. Type: Chap(Auta)
© Logout Data Encryption: | Ao Key Length: | Ao Mode: | stateful
Idle time: 0 minutes
Language
Englizh Apply

Connection Name: Give aname for this connection.

Type: Check Dial Out to be aclient, check Dial I n to be a server. When this network router acts
as aclient, please input the remote Server | P Address (or Hostname) to establish a connection.
When this network router acts as a server, please input the Private | P Address Assigned to Dial
in User address.

Peer Network | P; Enter Peer network |P address.

Netmask: Enter the subnet mask of peer network based on above Peer Network | P setting.
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Username: If you are a Dia-Out user (client), enter the username provided by your Host. If you
areaDid-In user (server), enter your own username.

Password: If you are a Dia-Out user (client), enter the password provided by the your Host. If
you are a Did-In user (server), enter your own password.

PPP Authentication Type: Default is Auto.

Data Encryption: The data can be encrypted by MPPE agorithm. Default is Auto, it is
negotiated when establishing a connection.

Key Length: The data can be encrypted by MPPE agorithm with 40 bits or 128 bits. Default is
Auto, it is negotiated when establish a connection.

Mode: You may select Stateful or Stateless mode. The key will be changed in each 256 packets
when you select Stateful mode. If you select Stateless mode, the key will be changed in each
packet.

Idle Time: Auto-disconnect the ADSL router when there is no activity on the line for a
predetermined period of time. 0 means this connection is aways on.

Click Apply after stting.
When you dick | PSec, you get the following figure.

[= Status IPSec
© Quick Start
V Configuration Enable Disable Name Local SubnetRemote Subnet Remote Gateway IPSec Proposal
= LAN
= WAN Create.. @
= System
= Firewall
7 VPN ealy

PFTR

IPSec
@ Virtual Server
= Advanced

< Sawve Config to FLASH
O Logout

Language
English |

Click Create...

*Wireless only on Michdangelo Office Wave Pro-V modd 37



Digicom MICHELANGEL O OFFICE PRO-V ADSL Firewall Router

B Status IPSec
o Quick Start

¥ Configuration
b= LAN Local
b= WAN et
E= System & Singla Address IP Address

g 5::'“" 3 Subnat IP Address Matmash:

Connection Nama

FFTF 3P Range IP Addrass EndIP
IPSee

2 Virual Server Ramoia

Secure Gatewsy Addresafor Hostname)

= Auvanced
Hetwirk:
@ Sawve Config 1o FLASH
g ¥ Single Lddress IP Addrass
Lot 1 Subnal IP Addrass Matmask:
1P Range 1P Addrass End IP
Language
English P_wpnsrrl -
= ®ESH LaH
Audhentication Mane Aulherdicatian: pi0s
Encryption: MULL
Peffact Forward Secrecy: Mane

Pre-shared Key

[ 2eply |

Connection Name: Give aname for this connection.

L ocal:

Local Network: Set the IP address, subnet or address range of the local network.
® Single Address: The IP address of the local host.

® Subnet: The subnet of the local network. For example, IP: 192.168.1.0 with netmask
255.255.255.0 specifies one class C subnet starting from 192.168.1.1.

® IP Range: The IP address range of the local network. For example, IP: 192.168.1.1, end IP:
192.168.1.10

Remote:

Secure Gateway Address (or hostname): The IP address or hosthame of remote VPN device
that is connected and establishesa VPN tunndl.

Network: Set the IP address, subnet or address range of the remote network.

Proposal:

Proposal: Select the IPSec security method. Check ESP for a higher security, data will be
encrypted and authenticated. Check AH, data will be authenticated but not encrypted.

Authentication: There are three options, MD5, SHA1 or NONE. Authenticate the data using
MD5, SHA1 or NONE.
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Encryption: Select the encryption method. The DES uses 56 hits as an encryption method. The
3DES uses 168 (56*3) bits as an encryption method. The AES uses 128 hits as an encryption
method. The NONE meansit isatunnd only, no encryption.

Perfect Forward Secrecy: Enable this to change encryption keys during the second phase of
VPN negotiation. This function will provide better security, but extends the VPN negotiation
time.

Pre-shared Key: Thisisastring from 4 characters to 128 characters. Both sides should use the
samekey.

Select the Save button to save the stting.

Click Advanced Option to get the following figure.

= Status |PSec
Quick Start

¥V Configuration SA Lifetime:
B> LAN Phase 1(KE):
= WAN
= System Phase 2{IPSec):

vuen

=

IPSec
© Virtual Server
E= Advanced

© Save Config to FLASH
© Logout

o]

Language
Englizh

SA Lifetime: Specify the number of minutes that a VPN tunnel will stay active before new
encryption and authentication key will be exchanged. The SA Lifetime may range from 10 to
10,000 minutes.

Phase 1 (IKE): To issue an initial connection request for a new VPN tunnel. Default 240
minutes, range from 5 to 15,000 minutes.

Phase 2 (IPSec): To negotiate and establish secure authentication Default 60 minutes, range
from 5 to 15,000 minutes.

Select the Change button to update the setting.

3.6.3.6 Virtual Server

When you dick Virtud Server, you get the following figure.
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B Status Virtual Server
© Quick Start
¥ Configuration Enahle | Application Protocol Port IP Address
&= LAN
= WAN O |[FTP TCP 21 192.168.1.
= System
&= Firewall O |Telnet TCP 23 192.168.1.
&= VPN
© Virtual Server O SMTP TCP 25 197 1681
b= Advanced ——
© Save Config to FLASH O |HTTP TCP &0 192.168.1,
© Logout O | POP3 TCP 110 199.166.1.
Language O NNTE TP 18 192.168.1.
Englizi} O | NTP LDP 123 ]
[] |HTTPE TCP 443 1991861,
O |KE Upp 500 1921601,
O [T120 TCP 1503 1991681,

Being a natural Internet firewall, this network router protects your network from being accessed
by outside users. When it needs to allow outside users to access internal servers, e.g. Web server,
FTP server, Email server or News server, this modem can act as a virtual server. You can set up
a local server with specific a port number that stands for the service, e.g. Web (80), FTP (21),
Telnet (23), SMTP (25), POP3 (110), When an incoming access request to the router for a
specified port isreceived, it will be forwarded to the corresponding interna server.

For example, if you set the Service Port number 80 (Web) to be mapped to the IP Address
192.168.1.2, then al the http requests from outside users will be forwarded to the local server
with |P address of 192.168.1.2. If the port is not listed as a predefined application, you need to
add it manualy.

DMZ: The DMZ Host is a local computer exposed to the Internet. Therefore, an incoming
packet will be checked by the Firewall and NAT algorithms, then passed to the DMZ host when
apacket is not sent by a hacker and not limited by the virtud server lig.

If you have disabled the NAT option in the WAN-ISP section, this Virtual Server
function will hence be invalid.

@ If the DHCP server option is enabled, you have to be very careful in assigning the
| P addresses of the virtual serversin order to avoid conflicts. The easy way is that
the IP address assigned to each virtual server should not fall into the range of IP

addresses that are to be issued by the DHCP server. You can configure the virtual
server |P address manually, but it is still in the same subnet with the router.

3.6.3.7 Advanced

There are four items under the Advanced section: Routing Table, Dynamic DNS, Checking
Email and Device M anagement.

Click on the Routing Table and then choose Create Router to get the below figure to add a
routing table.
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B Status Create Route

© Quick Start

¥ Configuration

= LAN

= WAN

= System

= Firewall

= VPN

g Virtual Server
Advanced
Routing Table st
Dynamic DHS

Check Emails
Device Managerment

@ Save Config to FLASH

Destination

MNetmask

via Gateway or Interface

1

© Logout

Language
English |

Destination: Enter the destination subnet IP.

Netmask: Subnet mask of destination | P addresses based on above destination subnet |P.
Gateway: Enter the gateway |P address which the packet is forwarded to.

Interface: Enter the interface which the packet is forwarded to.

Cost: Thisisthe same meaning as Hop. Usudly, leave it as 1.

Click Dynamic DNS to get the below figure then check the “Enable” button to access the
Dynamic DNS sarvice.

b~ Status Dynamic DNS

@ Quick Start

¥ Configuration (O Enable @ Disable
= LAN
- Dynarnic DNS: weann. dyndns. org (dynarmic)
= System
= Firewall Damain Name:
= VPN
© Virtual Server
v Ad\r_anced Pasgword:
Routing Table
Dynamic DNS Period: 25 Day(s) < |
Check Emails
Device Management

© Save Config to FLASH Apply

© Logout

Username:

Language
English

The Dynamic DNS service alows you to alias a dynamic |IP address to a static hostname. This

dynamic IP address is the WAN |P address. For example, to use the service, you must first apply
for an account from this free Web server http://www.dyndns.org/. There are more than 5 DDNS

servers supported.
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Dynamic DNS: Sdlect the registered DDNS server.

Domain Name, Username and Password: Enter the registered domain name, username and
password.

Period: Set the time period for the Router to exchange information with the DDNS server. In
addition to update periodically according to this period setting, the Router will take the same
action automaticaly whenever the assgned | P changes.

Click Checking Email to get the below figure then check the “Enable” button to access the
sarvice.
B> Status Check Emails

© Quick Start

¥V Configuration
= LAN

O Enable @ Digahle

= WAN Account Mame:
B System Password:
= Firewall )
= VPN POP3 Mail Server:
© Virtual Server Interval: ;
V Advanced &l minutes
Raouting Table [ Automatically dial-out for checking emails
Dynarnic DNS
Check Emails
Appl
Device Management
© Save Config to FLASH
© Logout
Language

English

© Disable: Check to disable the ADSL router from getting the emall.

® Enable: Check to enable the ADSL router to get the email by providing the required
information Hence, the following fieds will be activated and required.

Account Name: Enter the name of the account to which you have the POP access. Normally, it
is the text in your email address before the "@" symbol. If you have trouble with it, please
contact your 1SP.

Password: Enter the password of the account

POP3 Mail Server: Enter your (POP) mail server name. If you have trouble with it, you would
want to contact your ISP or your externa mail server's administrator. For further assistance in
tracking down this information, you will need to contact your Internet Service Provider or
Network Administrator.

Interval: Enter the vaue in minutes to check your email account periodicaly.

Automatically dial-out for checking emails: When the functionis enabled, your ADSL router
will connect to your ISP automatically to dieck emails if your Internet connection dropped.
Please be careful when using this feature if your ADSL service is charged by time.

Click Device M anagement to protect and obtain system control while alowing device
monitoring. Thisin turn provides enhanced security of the device.
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> Status Device Management
© Quick Start
V Configuration Embedded Web Server
= LAN *HTTP Fort: an (80 is default HTTP port)
= WAN
= System Management IP Address: o000 (0.0.0.0° means Any)
= Firewall
== VPN Expire to auto-logout; 180 seconds
@ Virtual Server
¥V Advanced
Routing Table Universal Plug and Play (UPnP)
D ic DMS - :
CE;iLnlfcmails & Enable O Disable
Device Management *UPnP Fort: 2800
© Save Config to FLASH
© Logout SNMP Access Control
Read Comrmunity: public IP Address: \popn
Language : e )
Englich | Wytite Community: password IF Address: |g.oon
Trap Comrmunity: IP Address:

* : This setting will become effective after you save to flash and restart the router.

Embedded Web Server

HTTP Port: Default value for HTTP port is 80. A desired value is aso alowed. Simply
specify a user-defined port number.

Management |IP Address: Specify an IP address allowed to logon and access the router’s
web server.. Note: 1P 0.0.0.0 indicates all users who are connected to this router are allowed
to logon the device and modify data. ]

Expireto auto-logout: Specify atime frame for the system to auto-logout the device.

For Example: User A changes HTTP port number to 100, specified it's own |P address to be
192.168.1.55, and set the logout time to be 100 seconds. Device will only allow User A
which IP address is 192.168.1.55 to logon to the Web GUI by typing: 192.168.1.254:100.
After 100seconds, the device will autometically logout User A.

Universal Plug and Play (UPNnP)
® Disable: Check to disable UPnP function.

® Enable: Check to enable UPnP function.

UPNP Port: Its default setting is 2800. It ishighly recommended for users to use this port
vaue. You may wish to modify this port vaue, only if this vaue conflicts with other ports
dready being used.

SNM P Access Contr ol (downloading SNMP softwareis required in order to utilize this section)

Read Community: Specify aname in any string to be identified as the Read Community and
an IP address. This community string will be checked against the string entered in the
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configuration file. Once the string name is matched, user obtains this |P address will be able
to view the data.

Write Community: Specify a name in any string to be identified as the Write Community
and an IP address. This community string will be checked against the string entered in the
configuration file. Once the string name is matched, user obtains this IP address will be able
to view and modify the data.

Trap Community: Specify anamein any string to be identified as the Trap Community and
an IP address. This community string will be checked against the string entered in the
configuration file. Once the string name s matched, user obtains this IP address will be
notified Traps.

3.6.4 Save Configuration to Flash

After configuring this network router, you have to save all of the configuration parameters to
FLASH.

b Status Save Config to FLASH

O Dwick Star

¥ Configuration
= LAN . . R
b_.._ WA" fere e Do o LT BV TG IS CorRgealon IR DT o A owrd ben LA
[ System
I= Firewall Eava
b= VPN T
2 Virtsal Server
7V Advanced

Flesse confirm that wou wish (oo gawe the configuration

1 nagamant
0 Save Config to FLASH
4 Logaut

Languange
Englizh |

3.6.5 Logout

To exit the website, choose Logout to exit completely. Please ensure that you have saved the
configuration settings before logout.

Be aware that the router is restricted to only one local PC accessing the configuration Web
pages. Once a current PC has logged onto the Web pages, other PCs cannot get access except
waiting for the current PC to log out of the page. If the previous PC forgetsto logout, the second
PC can access the page after 3 minutes.
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Troubleshooting

If the MICHELANGELO OFFICE PRO-V ADSL Router is not functioning properly, you can refer
first to this chapter for simple troubleshooting before contacting your service provider. This could save
you time and effort but if the symptoms persist, then consult your service provider.

Problems Starting Up the MICHELANGEL O OFFICE PRO-V

Check the connection between the adapter and the

None of the LEDs are on

Whe’] you turn on the MICH ELANGELO OFFI CE PRO'V . If the error perSl StS,
MICHELANGELO you may have a hardware problem. In this case you should
OFFICE PRO-V contact technica support.

Problemswith the WAN Interface

Foiee___Jleweern ]

Initialization of the PVC Ensure that the c_able is connected properly from the ADSL
connection failed. port to the wall jack. The ADSL LED on the front pand of
the MICHELANGEL O OFFICE PRO-V should be on.
Check that your VPI, VCI, type of encapsulation and type of
multiplexing settings are the same as what you collected from
your telephone company and | SP. Reboot the
MICHELANGELO OFFICE PRO-V . If you ill have
problems, you may need to verify these variables with the

tel ephone company and/or 1SP.

Problemswith the LAN Interface

Can't ping any station on Check the Ethernet LEDs on t_hefront pand. Th_e !_ED should
the LAN. be on for a port that has a station connected. If it is off, check
the cables between your MICHELANGEL O OFFICE PRO-V
and the gtation. Make sure you have uninstalled any software
firewdl.

Verify that the IP address and the subnet mask are consstent
between the MICHELANGEL O OFFICE PRO-V and the
workgtations.
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Specification

Protocols IP, NAT, PPTP, ARP, ICMP, DHCP, PPPoE, PPPOA, IPOA,
PPTP client, RIP1/2

LAN Port RJ-45, 4 ports 10/100Base-T LAN Switch

WAN Port RJ11, 1 ADSL port

LED Indicators Power, System, LAN 1to 4, WLAN, MAIL, PPP and ADSL

I nput Power 12V DC @ 1A

Power Consumption < 10 watts

Agency and Regulatory CE, A-Tick

Operating Temperature 0? to45?

Storage Temperature -10? to 70?

Operating Humidity 5-95% non-condensng
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Product Support

Most problems can be solved by using the Troubleshooting in Chapter 4. If you cannot resolve the
problem with the Troubleshooting Chapter, please contact the dealer where you purchased this
product. For any other questions, please contact Digicom directly at the following email address:
support @digicom.com

You can also download upgraded driver or software utilities for free from Digicom’'s website at
http:/Aww.digicom.com

*Wirdess only on Michdangelo Office Wave Pro-V moddl 47



